Efecte IT Service
Management

Solution Description

Updated: 09/12/2022

efecte



efecte

Efecte IT Service Management

Table of Contents

1

2

2.1
2.2
2.3
24
2.5
2.6
2.7
2.8
2.9
3

3.1
3.2
3.3
34
3.5
3.6
3.7
3.8
3.9
4

4.1
4.2
4.3
4.4
45
4.6
4.7
5

5.1

10
11

Overview

Service Management Practises
Service Desk

Incident Management

Service Request Management
Problem Management

Release Management

Change Enablement

Monitoring & Event Management
Service Level Management

Service Validation and Testing
General Management Practises
Information Security Management
Knowledge Management

Project Management

Relationship Management

Demand Management

Customer Satisfaction Measurement
Risk Management

Service Financial Management
Supplier Management

Service Configuration Management In the CMDB
Service Catalog Management

IT Asset Management

Software Asset Management
Availability Management

Capacity Management
Configuration Audits

Service Continuity Management
Technical Management Practises
Deployment Management
Out-of-the-Box Roles
Out-of-the-Box Archiving
Out-of-the-Box Views for Different Job Profiles
Out-of-the-Box Folders
Out-of-the-Box Permissions

Out-of-the-Box Implementation of Anonymisation

© Efecte

Public

2 (65)

11
15
20
22
23
27
28
29
31
31
34
36
38
39
41
43
43
a4
48
50
51
52
53
54
55
57
59
59
61
61
62
63
65
65



E‘fecte Efecte IT Service Management Public 3 (69)

© Copyright 2022 Efecte Plc. All rights reserved. Copyright of this document is vested in Efecte Plc. This
document or any part of it may not be translated, reproduced or transmitted by any means for any purpose without
permission of Efecte Plc. This document may not be communicated to any third party without permission of Efecte

Plc. All information presented in this document is subject to change without notice and does not represent
commitment on Efecte Plc.

© Efecte



efecte Efecte IT Service Management Public 4 (65)

1 OVERVIEW

Efecte IT Service Management is a solution to modernize and automate an organization’s IT service management.

The Efecte ITSM Solution includes

e Service Management Practices such as incident, request, and change

* General Management Practices such as demand, information security management, and supplier management
* Service Configuration Management in the Configuration Management Database Base (CMDB)

* Technical Management Practices such as Deployment Management
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This solution description describes all the available features for IT Service Management that have been developed
on top of the Efecte platform. The common capabilities of the Efecte platform are described in a dedicated
document because several other solutions such as the HR Service Management solution are available on the
Efecte platform.

© Efecte



efecte Efecte IT Service Management Public 5 (65)

2 SERVICE MANAGEMENT PRACTISES

The service management practices cover the more operational activities of ITIL, especially the IT Service Desk.
They streamline the service operations through the interconnected incident, knowledge, change, and problem
management.

The different service management practices are implemented in dedicated templates, workflows, and folders.
However, the processes are not stand-alone activities. Almost all practices are connected with relationships — the
so-called references, one way or the other with other practices. The networked processes enable to connect
different practices to one interlinked network of services. The illustration below shows the possible relationships of
a single incident in Efecte’s Visual Analyser tool.

E Knowledge base article

Exe

Related solution

fated solution

Y& Problem

Example Problem
Related problem
Category
Support Group
IT- Team
Affected / related incidents
Suppprt Group Rejafed changes
Group Members Category
End User Services
ategory
Service 0 Change
CHG-000494-Example Change

SLA used

il Service level

Default SLA

Image: Relationships of an incident displayed in Efecte’s embedded Visual Analyser tool

The following chapters describes each practice on its own and lists the relationships to other templates.
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2.1 Service Desk

The service desk implementation of Efecte follows PinkVerify and SERVIEW specifications for Incident
Management. Service desk teams have different ways to visualize the current tasks at hand. Besides a dedicated
list view for each support team, a Kanban Board can be a great way to visualize the current situation in service
desk operations:

= efecte  Q sean = @
1.0 Service Desk Iteractions [0 N = . omon
— More v — —
01 - Untouched 1 02 - Solving 3 03 - Pending - waiting for ... 3 05 - Reassigned 1 06 - Resolved » 07 - Closed 2
VPN access from Russia Disruption of Guest WIFI MacBook Motherboard defect Email phishing attempt Netzwerk Drucker nicht Access rights to SAP Payroll
blocked Services erreichbar application
— e
(© Baumann Annike © Beil Marion O Schmidt Peter
13.11.2019 0945
© Manager IT @ 19.11.2019 1004 @ 13.11.2019.09:30 o Overdue
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Overdue (© Schmidt Peter .mearommsf’ g Overdue ’
& Windows forced upgrade ’ Password reset for
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: por
Jans. Chat (O Bradford John
T \ =
© Durkin Aleks.
Printer out of toner in building @ 191201908 02 ©® 19.11.2019 10:06
C201, needs refilling Overdue S Overdue
19.11.2019 12:1
> e
RS A
Network printer not visible in
® 19.11.2019 1203 settings Flash Plug-In in Chrome
© rovrumy
©® 13.11.201909:34
Bluescreen during presentation Overdus.
© 19.11.2019 14:08
—
© Schmidt Peter
@ 13.11.2019 08:48
Overdue

Image: Example Kanban Board for a service desk

2.1.1 Acknowledging Issues
Users have multiple choices on how to report issues, requests, and queries to the service desk:

Writing an email to the service desk

Reporting the issue in the enterprise self-service portal

Calling the service desk

Chatting with the service desk using the optional Efecte Multi-Room Chat

© Efecte
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Your issue: "Access to Intranet through VPN not possible" [#ID:INC-0004344#] has been...

= O servicedesk@efecte.com <servicedesk@efecte.com>
[ 1 O Peter Schneider EFECTE

Thursday, 28 March 2019 at 9.54
Show Details

efecte

Hello Peter,
thank you for contacting Efecte's Service Desk.

Your issue has been automatically recorded and has been assigned. Once we have classified your issue, we will be able to
provide you with a target resolution time.

To assist our personnel in handling your issue, please include the job number [#1D:INC-0004344] in the subject line of all
messages regarding this issue.

Best regards

SW

Efecte Service Desk

Reporter: Schmidt Peter
Opened: Thu Mar 28 09:54:00 EET 2019
Short description: Access to Intranet through VPN not possible

Job number: INC-000434
Image: Example acknowledgement email sent automatically from workflow

Efecte ITSM provides different means to acknowledge an issue depending on the communication channel.

2.1.2 Processing Calls

A very common way to request support from the service desk has been traditionally to call a dedicated service
desk number. For this basic use case, service desk agents need to fill in the incident data manually. The efficiency
of handling support request from calls is increased in the solution by:

e Integration of the customer base reducing the time to enter the reporter’s detail

e Integration of the CMDB reducing the effort to identify the affected configuration item

e Power user button available from anywhere in the Ul to open an incident independent of what the agent
was doing at the time of the call

e Optional call center integration automatically selecting the user or displaying previously reported issues

2.1.3 Processing issues reported through self-service portal
The reporting through the self-service portal is easy for users through the guided user experience, the icon-based

Ul design, and providing dynamically CMDB information of the user’s assets.

The solution supports online issue reporting on a dedicated, browser-based self-service portal with 2-level
categorization. Categories can be used for directing the issues to appropriate support queues or service providers
to improve time to solution.

The self-service portal can provide suggestions to users for solutions to their incidents or answers to their

guestions based on related knowledge base articles already when describing the issue. This might resolve issues
already before they are even reported to the service desk.

© Efecte
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The status of an issue, the service desk person handling the case, and the issue number are exchanged between
the service desk and the self-service portal allowing end users to see in when their issue is likely to be resolved. In
addition, users can make comments on an open issue, find out how the issue was resolved, and cancel an issue.

My open requests

SUBJECT

CREATION DATE

DEADLINE

STATUS IDENTIFIER

w . My issue

Service Request Details

09 Dec 2022

Not available

Waiting for handling

Subject Other IT Issues:Other IT Issue Incident number =
Issue subject My issue Ordered By Jeff Jackson
Eﬂi‘;;es‘:ﬁmion if The details of my issue are described in this field
Attachments
No data yet
Discussion

Contact information:

There are no comments yet

Phone number

+49 800 12345678

Image: Issue status tracking in self-service portal

Email address

2.1.4 Default Issue Configuration on the Self-Service Portal

servicedesk@company.com

The below illustrated issue reporting categories are pre-configured in each Efecte ITSM solution delivery.

These issue categories can easily be amended and modified by the self-service portal administrator. Each issue
category has the following or a similar report form pre-configured:

© Efecte
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What is your issue related to *
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=

‘@

&

J |

b |

Please report any issue you are having with printing services with this form.

If you have a screen capture of your issue, then please attach it to this report.

Describe your issue in brief

Screen capture

[My issue|

N

Drop files here or click to upload

Image: Issue reporting on the self-service portal

2.1.5 Processing Issues Reported through Email

Printing, copying Email Other IT Issues Workstations Smartphones Access Business Applica-
and scanning tions
= Al
_ s
Connectivity | don't know

9 (65)

One of the most common ways to report issues is sending an email to the service desk to a dedicated email inbox.
The solution can read such an email inbox, automatically create an issue from it while mapping subject, sender,
and body text to the corresponding attributes and optionally send automatically a confirmation message to the

reporter.

Efecte ITSM records issues by default in an incident template because incidents are the most common type of
issues. Issues can be recorded to different folders (just like folders in a file management solution) according to
service desk team, issue type, location, sensitivity, or other criteria. Read access, update rights, and delete rights
can be restricted according to business requirements.

© Efecte
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= efecte a samn

INC-000003 Example incident # Edital a Collapse

Incident description ra -

Assignment P -

Customer Schneider Peter

Support group 7w

Status 06 - Resolved

Support person ?

Incident relations v
Example incident

?
?

Contact type 7 phone call
Subject ?
?

Description Example description

Change statistics ~ » v
Categorization and prioritization a Incident statistics .

Category End User Services

Incident opened 11.09.2020 09:34

Service Architecture

Incident resolved 11.09.2020 09:38

Impact 2. Medium

Resolution time 010h

Target response No

Priority 3 Medium time achieved

SLA used Default SLA : Default Target resolution es

time achieved &

Target response

?
?
?

Urgency 7 2 Medium
?
?
?  06.08.2020 09:30
?

Reopened yes

Target resolution 13.08.2020 09:30

Communication s

New message ¥

Post comment to self-service

Resolution Pl
Resolution 7  Example resolution text
Post internal comment

Schneider Peter

03.11.2020 10:05
Example internal comment

Image: Detail view of an incident

2.1.6 Classifying Issues

An issue can be one of three different types: incidents, requests, or queries. When a new issue is being reported
then the service desk should classify it according to the agreed guidelines in the organization.

2.1.7 Assigning Issues

Ultimately, every issue should have an owner to create clarity on who is responsible to handle it. Support persons
can assign issues to themselves by the click of one button. Assigning of issues can also be automated when they
created in the self-service portal according to the support domain. Optionally, the solution can analyze the subject
of the email and categorize the incident automatically accordingly to different support groups.

2.1.8 Actioning Issues

Actions to process issues depend on the classification. Incidents are processed according to the Incident
Management Practice. Requests are processed according to the Service Request Management practice.

There is no dedicated process in the Efecte ITSM solution for handling queries separately. Understanding the

question, finding an answer anywhere in the organization, and communication the answer back to the user can
follow the incident management practice as it includes the same steps to be performed by the service desk.

© Efecte
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2.2 Incident Management

Once an issue is classified as an incident, then it is processed according to the Incident Management practice.
The goal of Incident Management is to restore normal business operations as quickly and efficient as possible.
Incidents are processed according to the configured workflows in the service management tool.

-
= 1.4 AllIncidents 13 Serinas = w =
EXmn (L vm b s (w1

A Incident / IT Service Management Type in filter and hit enter n

INCIDENT ID status th sussect th pRioRiTy 1l TARGET REsoLUTIO... 1l suppoRT GRoUP 1l suppoRT PeRsoN 1l createp 1h *

INC-000419 1 - Untouched Example hardware issue 3 Medium 11.02.2019 12:38 Hardware Support Group B 05.02.2019 08:38

2 INC-000418 1 - Untouched Example Incident 3 Medium 08.02.2019 12:00 IT- Support Team Bauer Christian 03.02.2019 15:51
3 INC-000411 1 - Untouched LAN Cable broken 3 Medium 06.02.2019 13:27 e 31.01.2019 08:27
4 INC-000384 2 - Saolving IT Support - Finland - Schiffer Claudia - 10.01.2019 09:44 3 Medium 16.01.2018 13:44 IT Support - Finland Schmidt Peter 10.01.2018 08:44
5 INC-00038% 2 - Solving IT Support - Finland - Schmidt Peter - 20.12.2018 12:30 3 Medium 27.12.2018 09:51 IT Support - Finland Schmidt Peter 20.12.2018 13:51
] INC-000382 2 - Solving IT Support - Finland - Beil Marion - 15.12.2018 10:56 3 Medium 21.12.2018 12:00 IT Support - Finland Schmidt Peter 15.12.2018 10:56
INC-000378 & - Resolved IT Support - Finland - Schmidt Peter - 15.12.2018 10:17 3 Medium 21.12.2018 12:00 IT Support - Finland Schmidt Peter 15.12.2018 10:32

8 INC-000377 2 - Solving Can not access to Email 3 Medium 21.12.2018 10:43 IT Support - Finland Schmidt Peter 14.12.2018 14:43
9 INC-000376 2 - Solving My workstation is really slow and loud 3 Medium 21.12.2018 10:39 IT Support - Finland Schmidt Peter 14.12.2018 14:39
10 INC-000375 2 - Solving Syne pending all the time 3 Medium 21.12.2018 10:31 IT Support - Finland Schmidt Peter 14.12.2018 14:31
INC-000374 2 - Solving Display not powered cn 3 Medium 21.12.2018 10:25 IT Support - Finland Schmidt Peter 14.12.2018 1425

12 INC-000373 2 - Solving Can not connact to 3rd flood printer 3 Medium 21.12.2018 10:12 IT Support - Finland Schmidt Peter 14122018 14:12
13 INC-000372 2 - Solving | need new headset. 3 Medium 21.12.2018 10:03 IT Support - Finland Schmidt Peter 14.12.2018 14:03
14 INC-000371 & - Cancelled by customer Lot of dead pixels in my display 3 Medium 21.12.2018 09:49 H o 14.12.2018 1349
15 INC-000370 2 - Solving Internal soundcard not working 3 Medium 21.12.2018 09:45 IT Support - Finland Schmidt Peter 14.12.2018 1345
16 INC-000389 2 - Solving Network down in 2nd floor 3 Medium 21.12.2018 09:20 IT Support - Finland Schmidt Peter 14.12.2018 13:20
INC-000368 2 - Solving I Recieve lof of spam 3 Medium 21.12.2018 09:08 IT Support - Finland Schmidt Peter 14.12.2018 13:08

18 INC-000367 2 - Solving Need PUK-code ASAP 3 Medium 21.12.2018 09:04 IT Support - Finland Schmidt Peter 14.12.2018 13:04
13 INC-000366 2 - Solving Display is not powered on. 3 Medium 21.12.2018 09:02 e 14.12.2018 13:02
20 INC-000365 1= Untouched Lot of dead pixels in my display. Maybe it needs to be changed 3 Medium 12.11.2018 13.04 Hardware Support Group B 06.11.2018 09:04
21 INC-000364 2 - Saolving Mabile phone is rebooting all the time 3 Medium 12.11.2018 12:58 IT Suppart - Finland Schmidt Peter 06.11.2018 08:58
22 INC-000363 2 - Saolving | wasn't able to access HR Workday on my first day of work. 3 Medium 12.11.2018 12:00 IT Suppart - Finland Schmidt Peter 06.11.2018 07:46
23 INC-000361 2 - Saolving Network down in 2nd floor 3 Medium 31.10.2018 12:00 HR- Support Group anee 24.10.2018 20:44
24 ING-000360 1 - Untauched | get plenty of email phishing attempts. 3 Medium 31.10.2018 12:00 Reserve 241020182042

Image: All incidents list view in compact viewing layout

2.2.1 Diagnosing Incidents

Knowledge base articles with known issues and their solutions can and should be used to make the diagnosis
quicker. Knowledge base articles can be linked to the incident. Agents can write work log entries to record what
they have done with the incident. Work log entries are recorded with time stamp. Work logs help teams to keep
track of issues and analyses across different people working on the incident.

Incidents can also be re-assigned to other support levels or more information can be requested from the reporter.
All actions and changes in the incident will be automatically recorded and can be audited in the history at a later
point of time.

If incidents can be solved with a temporary work-around, but the root cause still exists, then the incident can be
transformed to a problem for further root cause analysis in another process, potentially by another team.
Information from the incident is automatically pre-filled into the problem record according to the configured
mapping of data.

2.2.2 Investigating and Solving Incidents
Resolving of incidents efficiently is supported by a variety of technologies in the solution:

e Using frequently used responses or solutions with the quick-fill feature (also called “canned responses”)

e Using solution descriptions from the knowledge base and copying the solution texts immediately to the
resolution field

e Grouping of incidents related to the same major issue (such an email service outage) to parent incident
and resolving them automatically when the parent issue is resolved

Notifications about the resolution of the incident can be sent automatically by email to the user or alternatively,
depending on the reporting channel, can be displayed in the self-service portal. Updating of fields such as the
status field can be automated using the workflow engine. Closing of the incidents after a configurable time-out
unless the reporter wishes to reopen the case can also be automated with workflows.

© Efecte
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2.2.3 Identifying Similar Incidents with Artificial Intelligence

The Efecte ITSM solution can suggest similar incidents that occurred in the past using Natural Language
Processing to the support agent. The support agent can recognize duplicate incidents, identify known solutions,
and even notice potential major incidents with this functionality. This separately licensable functionality of
displaying similar data cards can be used in the detail view of the incident.

= efecte a samn o= 7 @
INC-000845-VPN connection problem ; gl o = dore S
A p S # Edital | a Collapse | More Similar content
-
Incident description a Ol
Customer 7 s
Subject
Incident D 7 INC-000845 VPN conne %
Status 7 01-Untouched Description
I have issues connecting to VPN, Forcepeint complains,
Contact type 7 E-mail Category
Subject 7 VPN connection problem Network services
Description 7 I've been trying to connect to Efecte VPN in Cisco app. but | keep receiving an error Incorrect password, | am pretty sure my password is correct, Could you please check if my .
account is still valid? Subject B1%
Description
Categorisation and prioritization ra -

The user cannot get connected to customer environme.
Category
Category Network services

Request type incident

Impact

R

2. Medium Subject o
Cannat connect to Vi .

2. Medium Description & INC-000713-Cannot connect to VPN

? 3 Medium The customer cannat

Category

Netwark services Status: 06 - Resolved

Urgency
Incident

Priorit
v Customer Schmidt Peter

> SLA used

20 12:00 Subject Cannot connect to VPN

7
’
Target response ti.. 7
9

Target resolution 24.09.2020 12100 Subject Friertty ? Medium
ot connect Target resolution time: 04.09.2020 12:00

Description

The user has problems connecting to customer cloud

Category

New comments Network services

Resolution rl a

New message ¥ L Subject
Description
The customer has problems connecting to the Intranet,
Category
Netwark services

Incident relations il

Assignment s -~

Support group. ? 1T~ Support Tea

Support person 7 Ande

Image: Similar issue suggestions in Virtual Coach area

The similar incidents suggestions are a feature of Efecte’s Virtual Coach concept. The Virtual Coach needs to be
activated in the user’s profile setting by each support agent. Data cards which have similar content than the
currently edited data card, based on few fields such as the subject of an incident and the description, are displayed
in order of similarity.

By selecting the button with the Al-Assistant icon, the user can view the similar issues in templates defined for
comparison by the administrator such as incidents and knowledge base articles.

The similar incidents are shown in the order of similarity. The degree of the similarity is shown as percentage value
on the right side beside the issue.

2.2.4 QuickFill / Canned Responses

Certain incidents occur frequently and the actions of the service desk for each case are similar. The Efecte ITSM
solution provides a functionality allowing support persons to record typical incident descriptions, the usual support
group, and the usual resolution text which is called sometimes also canned responses. With few clicks, the
incident can be processed using the QuickFill record.

2.2.5 Linking Child Incidents to Parent Incidents

Incidents can be linked to other incidents in the advanced service desk implementation if they are all caused by
the same issue, and they all have the same resolution. In such case the incident that has been recorded first
serves as parent incident and all other subsequent incidents can be linked as child incidents.

If this method is used, then all child incidents are updated with a solution text and with the status of the parent
incident automatically.

© Efecte
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2.2.6 Managing Major Incidents

Major incidents that impact many users or have a dramatic impact on business operations might need a bigger
team to solve it quickly. The Efecte ITSM solution has an optional class and attributes for handling such special
circumstances in the advanced service desk implementation. Users can record the team working on the issue and
the Incident Manager. An additional worklog provides means for collaboration in the major incident team.

2.2.7 Supervising Incident Management

Supervising of incident management is convenient and at the same time powerful in the Efecte ITSM solution.
Default dashboards over standard ITIL KPIs can be adjusted. All reports show live data and can be accessed also
from mobile devices (with exception of dashboards that don’t scale to mobile devices).

Based on business requirements, escalation rules and notifications can be added to the workflows to keep the
supervisor in charge. Assigning or re-assigning of incidents to other agents can be limited to supervisors.

2.2.8 Tracking Incident Resolution Performance

The solution tracks automatically the performance of teams and if required support persons in accordance to
service level agreements assigned to the different categories.

2.2.9 Time Reporting

The Time Reporting feature allows support persons to log time they have used on incident. This gives visibility for
how much time is used for billable and non-billable work on each particular incident.

Time reporting X N
Time reports ?

Create new

Support persons are able to log start time, duration of work, billability and also description. Duration is
automatically rounded up by 15 minutes.

C:) Schneider Peter/18.12.2020 08:25
Work time report: Time Reports

Work details % 4 General information ITSM  » -
Start ti * a— Efecte ID 000083
arttme 18.12.2020 0825 # O ecte *
Created 7 18.12.2020 08:25
Duration * ? 15
min Updated 7 18.12.2020 08:25
Invoicing * Billable ‘ = Creator ? Schneider Peter
D ipti Last update b Schneider Peter
escription INC-000070 Workstation issue b P 4 ?
Va
Multiple time report records can be created on incident.
Time reports ?
Work time report START TIME DURATION SUBMITTER INVOICING DESCRIPTION
18.12.2020 08:25 15 min Schneider Peter Billable INC-000070 Test workstation issue
18.12.2020 08:26 30 min Schneider Peter Billable INC-000070 Test workstation issue
18.12.2020 08:37 15 min Schneider Peter Not billable INC-000070 Test workstation issue
18.12.2020 08:37 45 min Schneider Peter Not billable INC-000070 Test workstation issue
18.12.2020 08:40 45 min Schneider Peter Billable INC-000070 Test workstation issue

© Efecte
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2.2.10 Prioritizing Incidents by Impact and Urgency

In the advanced service desk implementation, the Efecte ITSM solution automatically calculates the priority of an
incident using the following matrix:

Urgency / Impact High Medium Low
High Critical Critical Medium

Medium High High Low
Low Medium Low Planning

2.2.11 Default Views for Incident Management

Name of the View Purpose

Incident Dashboard Displays a variety of operational information including:
e Bar chart: All incidents by status
e Stacked bar chart: All incidents by status created today

e List view: All Incidents from start of this month Response
time achieved

e List view: Open Incidents from start of this month
e  Status indicator: First pass resolution
e List view: All Incidents created today by priority

Open Critical Incidents List view of all open incidents with priority “Critical”

Open Incidents by Support Group List view of open incidents in a selected support group

Incidents Late on SLA List view of incidents that are late on either response or resolution
targets

Statistics Includes statistical information about incidents.

2.2.12 Default Flow for Incidents

The flow is designed for an incident management process with mostly manual actions.
By default, the process is triggered independent of the channel as long the status is set to new.
1. Theincident is created (portal, email, manually from a phone call, etc.)

2. The first activity is the automatic sending of an email receipt with the incident number to the customer that the
incident has been recorded.

3. When the status is set to resolved, an email is sent to the customer with the resolution text.
4. A feedback request is sent to customer.
5. Incident status is set from resolved to closed.

If the incident is reopened from resolved, then the flow can restart from any status (except closed), however the
feedback request is sent only once per incident flow.

The following automations are running continuously on any incident, even if it has been reopened or it is going
several times through a particular stage of the incident process. The following automations are created as event-
based actions.

The automations will automatically:

e Send an email to the last support agent if another support assigns the incident to her-/himself.

© Efecte
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e Send an email to the members of the support group if the support group has changed.

e Send an email to the queue manager of the support group if the deadline approaches 5 hours before the
resolution target time.

e Send an email 12 hours after the issue has been resolved to request feedback to the service received.
e Change the status of the incident from resolved to closed after 7 days.

Additional automations can easily be added. For example, assigning incident automatically to a support group
based on the category and/or the service.

2.2.13 Default Templates for Incident Management

The section below illustrates the default templates that are available for incident management. Templates are
tables for storing all relevant data. The default templates for incident management process are:

e Incident template - Includes incident related information such as categorization, customer info, agent
assignment, communication, time tracking, resolution information, and linkage to other relevant templates.

e Announcement template - Information related to announcement creation such as subject, message,
publication date, attachments, etc.

e Work time report template - Information related to tracking agent work time for the related incident.
e Email content template - Predefined content for emails sent to users.
e Task Template - Information related to tasks that are required to resolve an incident.
e Chat session template - Template for conversation logs for Efecte’s Multi-Room Chat add-on.
For more information on templates, please refer to the Efecte Platform Description document.
2.3 Service Request Management

Service request management is the heart of every IT Service Management solution. The Efecte ITSM solution
delivers flexible request management including an easy-to-use self-service portal to initiate and track requests.
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efecte e 00

Order Workstation

DN E 8 A

Apple MacBook Pro | | Lenovo ThinkPad P52s | | Lenovo ThinkPad X13 Lenovo ThinkStation MacBaok Air
16-Inch, 16GB RAM 156 P320 TWR

Apple MacBook Pro 16-Inch, 16GB RAM
2799 €

2
=}
c
-
;

£

- Ninth-generation 8-Cors Intel Core i9 processor =

_ Stunning 16-inch Retina display wi X -

- Touch Bar and touch ID

- AMD Radeon Pro 5500M graphics with GDDRE memory.

- Ultrafast SSD

Additional power adaptor @

Continue to confirmation ¥

Image: Example service catalog representation in the self-service portal

The solution supports two slightly different ways of handling service requests. The first one is meant for service
requests made via Efecte’s self-service portal and the second for other requests, which are recorded directly in the
Service Management Tool.

The self-service portal includes complete web shop functionality. Anything from smartphones, through software up
to business cards can be ordered. Approvals can be set, and cost-centers assigned for cost tracking.

The self-service portal has a shopping cart functionality. Multiple service catalog items can be ordered in a single
transaction.

efecte Qewer oF -

Order Accessories

Headphones x v SHOPPING CART

=3

Headphenes
Color : Black
The company standard headphones for your workstation provide superior audio quality for your voice a- -

conferencing and other needs.

=]

By default the headphones come in black, but also white option is available. Make your selection below. Mouse
Type of mouse : Wireless

0] e

Standard Keyboard ]
Type of keyboard : Wireless
| have a Mac

ac) e
Dell UltraSharp 27 InfinityEdge

- Add to cart
(- ] [ 4 } €369

Color Black X v

=]

Continue to confirmation ¥

Image: Shopping cart example in the self-service portal
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Additional information about the service item can be provided to a link to an external source. Any data that is
necessary to process the order such as the service item options, dates, or free text can be added to each item in
the catalog. All additional information can be assigned to dedicated attributes in service management tool. Filtering
of choices based on other attributes can be implemented also to simplify the ordering process. Help text up to 300
characters that describes the service item more in detail can be provided to the user when hovering over the
corresponding icon.

- 0y - -
= 2.1 Open Service Requests = w B
o e SR rTerre——

¥ Sevice request / IT Service Management Type in filter and hit enter n
service orrerma 1l seLF-service mem 1ls RequesTeDFoR 1 status 1l TaRGeT REsoLumio... 1l TARGET Response.. 1 suppoRT GROuP 1 createp 1 * u
Order Smartphone Nokia 8 Ball Marion 01 - Net started 06.02.2019 13:28 01.02:2019 1328 Hargware Support Group 31.01.201909:28
2 Request New Softwar Software application requast Schmidt Poter 01 - Not started 06.02.2019 13:26 01.02.2019 13:26 31.01.201909:26
Order Smartphone Phons XR Schmidh Pote: 01 - Not started 51.10.2016 12:00 26.10.2018 12:00 Hardware Support Group 24102018 19:48
4 Order Smartphone Asus ZenFone Zoom S Thurman Patrick 01 - Not started 81.10.2018 1045 26102018 1045 re Suppont Graup 24.102018 14:45
‘Order Workstation Lenovo Ideacentra 510 05 - In implementation 26.10.2018 14:54 23102018 1454 22.102018 10:54
Order Smartphone Prons X 08 - Gancalled by customer 18.10.2018 12:29 15.10.2018 1229 12.10:2016 08:29
Order Smartphone 01 - Not started 27.09.2016 09:00 24.09.2018 09.00 20.092018 13:00
8 ‘Order Workstation 01 - Not started 26.09.2018 13:45 21.09.2018 13:45 20.09201809:45
9 Suggest impeovement idea New product idea Sehmit Pote 23 - Waiting for community feedback  19.09.2018 12:00 14.09.2018 12:00 Ghange Aavisory Board 13.09.201807:01
10 Suggestimprovement idea New product idoa Sehmict Poter 23 - Walting for community feedback  19.09.2018 12:00 14.09.2018 12:00 Ghange Aavisory Board 13.09:201807:00
Suggest impeovement idsa New product idoa Sehmict Pote 23 - Wasting for community foedback  19.09.2018 12:00 14.09.2018 12:00 Ghange Aavisory Board 13.09:2018 06:59
12 o Suggestimprovemant idoa Now product idoa Schmict Poter 23 - Wadting for community foadback  19.09.2018 12:00 14.09.2018 12:00 Ghange Aavisory Board 13.09:2018 06:58
13 | | Suggestimprovemant idoa Now product idoa Schmit Potor 23 - Wasting for community foodback  19.09.2018 12:00 14.09.2018 12:00 Ghanga Advisory Board 13.09:2018 06:38
14 o Suggestimprovement idea New product idea Schmidt Pater 23 - Waiting for community foedback  19.09.2018 12:00 14.09.2018 12:00 Changa Advisory Board 13092018 06:32
15 o | Suggestimprovement idea Now product idoa Schmidt Pater 23 - Wating for community foadback  10.09.2018 12:00 14082018 12:00 Change Advisory Board 13.09201806:25
16 o  Suggestimprovement idea Now product idoa Schmidt Poter 23 - Waiting for community foadback  18.09.2018 12:54 13.08.2018 1254 Changa Advisory Board 12.092018 08:54
17 | | Suggestimprovement idea ss idea Schmidi Pote 23 - Wating for community feecback  17.09.2018 12:08 12082018 12:08 Change Advisory Board 11.09.2018 08:08
18 o Suggestimprovement idea New product idea Schmict Pater 23 - Wating for community feedback  17.09.2018 12:02 12.00.2018 12:02 Change Advisory Board 11.09.2018 08:02
19 | | Suggestimprovement idea New product ides Sehmid Pate 23~ Wating for community feedback  17.09.2018 12:00 12082018 12:00 Change Advisory Board 11092018 07:53

Image: Open Service Requests view in default layout

Superiors can be included in the service request process as approvers. Once a service request is pending
approval an email notification is sent to the manager who can decide whether to approve the request or reject it.
Approvals can be delegated to other known users during absences or leaves keeping operations running
smoothly. The approver can define to whom and for which date range to delegate the approval. The approval
delegation feature can be activated for the entire portal for data privacy reasons if necessary.

R P - [ Y oo
+ Add deputy

4 1-20 » Total 134

Approvals
SUBJECT REQUESTED FOR PRICE DECISION
e Approved an: 27 Oct 2020
Lanovo ThinkPad P52s 15,6 Schmidt Pete -
~ E i eter Approved on behalt of: Information Technology Manager
Delegated from: Information Technology Manager
1 £ ! Approved on: 27 Oct 2020
Lenovo ThirkPad P52s 15.6 Sohmidt P
> E kit U] chmidt Peter Approved an behalf of: Manager Human Resources
. Approved on: 21 Aug 2020
Lenovo ThinkPad X13 t
> E e Liihd Approved on behalf of. Manager Human Resources
Rejected on: 21 Aug 2020
Apple MacBook Pro 16-Inh, 16GB RAM E
> E L ) . St Fetac 225 Rajectad on behalf of: Manager Human Resources
3 Rejected on: 21 Aug 2020
Samsung Note 20 Ultra Schmid: Pet 1480 €
> El a it Rejected on behalf of: Manager Human Resources
Approved on: 21 Aug 2020
Nokia 8.3 56
> m IR e Approved on behaf of: Manager Human Resources

Approved on; 21 Aug 2020

Phone SE chmi
> m frhene e £33 Approved on behalf of: Manager Human Resources

Image: Example approval view in the self-service portal

2.3.1 Service Requests for a Quantity of ltems in a Single Order

It is possible to request a quantity of the same item in the same order. The quantity can be selected during the
order process. The quantity will be displayed in the confirmation page and the request status information.
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The feature is available for single service item orders and for shopping cart orders for multiple service items.

2.3.2 Default Service Offerings Configuration in Self-Service Portal

Any Efecte ITSM solution comes with a default configuration that allows customers to provide services from first
day onwards. Typically, the service offerings do dependent on the customer’s service catalog. Initially, the
following service offerings are pre-configured:

IT Services

Report IT issue Request Software Order Workstation Order Smartphone Order Accessories Suggest
Improvement Idea

2.3.3 Default Views for Service Request Management in Service Management Tool

Name of the View Purpose

Open Requests A list view of all open request

Open Requests Opened This Month | A list view of all open requests made during the current month
Open Requests by Support Group A bar chart of all open requests in a particular support group
Demand by service offering A bar chart visualizing the demand per service offering

Trend line of service requests / week | A line chart for service request trend

2.3.4 Default Workflows for Service Request Management in Service Management Tool

In the standard delivery, the Efecte ITSM comes with pre-made workflow for service requests. The workflow
should be adjusted according to the service catalog in use.
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The workflow is triggered if the status is set to “Not started” and the Service Offering name in the self-service
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portal is listed in the workflow selection criteria. The workflow automation can be cancelled at any time by setting

the status to “Cancelled by customer” or “Cancelled by support”.

1.
2.

2.3.5 Default Templates for Service Request Management

The first activity of the workflow is to change the status to “Check if requires approval’.

The next activity is the financial approval by the manager of the person the item is requested for. If the
manager rejects the request, then the workflow sends a notification to the customer and ends the workflow.

Next the workflow will wait for the support team for the resolution of the request

The following default templates that are available for service request management:

© Efecte

If the manager approves the request, status will be changed into “Approved” and support team can progress
the request further.

When the request is resolved the automation sends an email notification to the customer including a request
to provide feedback and completes the service request.
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e Service Request - Contains information related to ordering data (requested for, cost center, price,
approver, etc.) and data required to process the request and other information for statistical purposes
(impact, site name, customer feedback, resolution, etc.)

e Service Request Bundle - Contains information related to a service bundle which is formed from one or
more service requests (includes links to the individual service requests, bundle ID, total price, etc.)

2.4 Problem Management

The goal of the Problem Management process is to reduce the number of incidents in IT services and
infrastructure, and to provide solid workarounds and solutions for recurring incidents.

There are several tasks performed to achieve this. The proactive aspect of problem management is concerned
with identifying sources of new problems before incidents occur. The reactive side is more concerned with
resolving significant single incidents or reoccurring incidents. The solutions are documented as known errors in
order to be used for similar incidents.

Problems can be identified from several sources. The most common of these is the incident management process,
which receives error reports from the end customers. Significant single incidents or ones that reoccur frequently
can be escalated as problems. Problem management should also perform proactive work in order to identify
issues that could cause incidents in the future. This can be done, e.g., by analyzing trends and patterns in the IT
infrastructure and services. Sometimes also developers and vendors of hardware and software report identified
faults, errors, bugs, security issues, etc. Those should also be recorded as problems.

When starting to solve the problem; first a workaround should be developed, whenever that is possible. The
workaround gives ends users the possibility to continue their work, while the root cause of the problem and a more
consistent solution are being explored.

Key functionalities:
e Create solutions for recurring incidents
e |dentify and remove root causes of known errors
e Link problems to knowledge base
e Analyze incident trends: Identify causes of problems before incidents occur
e Improve service quality by measuring service areas with frequent problems

2.4.1 Default Views for Problem Management

Name of the View Purpose
Open Problems A list view that shows all open problems

Open Problems Assigned to My Team | A list view that shows all open problems assigned to the support
person’s team

All Problems A list view that shows all problems, also closed ones
Open Problems by Service A bar chart visualizing problems per each service
Open Problems by Status A bar chart visualizing number of problems with different statuses

© Efecte



efecte

Efecte IT Service Management

2.4.2 Default Workflow for Problem Management

The workflow is triggered by creating a new problem and setting the status as “New”. The workflow automation
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1. The first workflow node will automatically create a task for the categorization of the problem assigned to the
service desk level 2. Once a category and a Problem Manager has been assigned, then the workflow moves
to the next step.

2. The next workflow node will automatically create a second task assigned to the service desk level 2 for the
root cause analysis. Once the status of the problem is set to “Closed” OR a Resolution text exist OR a
Solution has been linked OR the Root Cause exists OR Change that caused this exists then the workflow
moves forward to the next activity.

3. If the problem requires a change to be implemented the workflow will wait until the related change is in status
“Closed”. If not, then the workflow will wait until the status of the actual problem is “Resolved”. Once the
change is closed then a notification will be sent to the Problem Manager.

4. The next note is sending an email to the affected customer that the issue has been resolved including the
solution description if the email address is known. The email also includes an invitation to give feedback to the
work of the service desk.

5. Next the workflow will wait for 7 days whether the customer wants to reopen the incident and/or the problem.

6. If the customer request that the incident is reopened, then the workflow automation is stopped, and the
incident shall be completed manually. If the issue is not reopened, then the incident is automatically set to
status “Closed” and if a related incident is known then its status will also be set to “Resolved”.

2.4.3 Default Template for Problem Management

The default template for problem management is called “Problem”. It includes the information about related
incidents, assets, and services. Information also includes problem description, categorization, prioritization,
assigned personnel and all relevant info needed to solve the problem.

2.5 Release Management

Release Management is the process of managing the planning, building, and testing of new software or hardware
assets. Release managers have the means to plan the creation of new releases for the enterprise infrastructure
linking them configuration items, problems, incidents, and/or change management records.

> REL-000003 Example Release == -
Q Release ° v 4 Collapse

2: Release Management

Release specification P - Relations r -
Name Example Release Related assets ?  Backup Device
Description ? Example Release description Related changes ? CHG-000472 Example change
Included release 7 Intearation
units Workplace Services Review s’ -
Lifecycle status 7 2. Planning Review results 7 Example review results:
Release manager 7 Adams Jack Lorem ipsum dolor sit amet, quo odio deserunt laboramus no, no
More w
Requester ? Donovan Matt
Type 7 Major General information ITSM -
. N Efecte ID ?  REL-000003
Testing #
Created ?  25.05.2020 10:03
Tests ? Example test plan
Updated 7 28.11.2022 17:56
SChEdUliﬂg ' - Last update by ?  Consultant Calvin
Implementation ? 01.06.2022 10:04 Datacard viewer Consultant Calvin

start
Implementationend 7 02.06.2022 10:04

Planned release 7 06.06.2022 10:04
date

Image: Detail view of one example release

Release statistics enable the Release Manager to create reports and analyze the releasing process in order
improve future activities.
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efecte

2.5.1 Default View for Release Management

Name of the View
Release Management Kanban Shows Kanban view of all releases with their relevant statuses.
Open Releases A list view that shows all releases which are active.

Tests A list view of tests in the system.

Test Cases A list view of test cases in the system.

Test Suites A list view of test suites which are a collection of test cases.

Purpose

2.5.2 Default Template for Release Management

The default template for release management is called “Release”. It includes the information about relations
(assets, problems, incidents, etc.), release information, testing, scheduling, etc.

2.6 Change Enablement

Change Enablement aims to ensure that standardized methods and procedures are used for efficient handling of
changes of product and services in IT. Organizational changes involving the people aspects of transitions should
be handled by another General Management practice of Organizational Change Management.

The Change Enablement practice controls the changes done in hardware, software, access rights, and processes
used for running your operations. The objective of the Change Enablement practice is to ensure that changes are
recorded and then evaluated, authorized, prioritized, planned, tested, implemented, documented, and reviewed in
a controlled manner.

—, 1ge: Change Management
Change information - Scheduling -
Nama CHE-000459 Regquested tims for alo
? Planned start s o
Description *
7 ‘
Planned end
HH &
) m @ O
Value required Planned duration Calculate
Customer hours
Company 2 B Actual start 7| [da.mm HH:m: @ O
impact 2] [2-saedm s Actual end 2 A HHm o
Urgency 7| [ 2 wecon % B Actual duration Calculate
P hours
il ? Galculate
Ghange size 2| [ 2-Medim - Worklog -
Emergency 7 Oves Worklog
status 7 | | 01 - Change proposal % |r o joo ey 4
Assigned to 7 = Add comment
Lo 4
Change manager ? .
E-mails “
Related changes ?
Mail template
Related releases 7
New message ¥ L-‘
Risk Information -
Impact 2 | [ 2- Modium % |*
Probabiley 2 | | 2-Modorate % |r
fisk ? Galculate
Classification -
- = File attachmant Select afile 10 upload Drag & drop hero

SLA information
Analysis
Implementation

Request handling info

Closure information
General information

Efects ID CHG-000459

?

Image: Detail view of one change request

The solution includes a variety of pre-configured workflow automations for different kinds of change requests. The
following chapters describe the default configuration of these. The default configuration includes three workflows:
one for emergency changes, one for normal changes, and one standard changes. Normal and emergency
changes are recorded using the “Change” template. Standard changes and its dedicated workflow are managed in
a dedicated “Standard changes” template.
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Key functionalities:

e Record all changes in single place

e Create an implementation plan of a change

e Give work and cost estimates of a change

e Splitimplementation of a change to tasks, each of which can be assigned to a single person or team

e Ensure that every change is authorized, based on given plans and estimates

e Track the progress of change implementation

e Create a set of standard change templates

e Use reporting to support reviewing implemented changes to develop your change implementation process

The default change processes follow the statuses defined by ITIL.

2.6.1 Default Views for Change Enablement

Name of the View Purpose

Change Enablement Dashboard Displays a variety of operational information

Change Management Kanban A Kanban view of the changes with their relative statuses
Open Emergency Changes List view displaying all open emergency changes

My Open Changes List view displaying open changes assigned to the user

Open Changes List view displaying all open changes

Open Standard Changes List view displaying all open standard changes

Change Management Tasks List view: displaying all open tasks which need to be performed
Planned Changes This Month calendar view displaying changes planned for this month
Statistics Statistics related to changes
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2.6.2 Default Workflow for Changes
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The workflow is triggered when the status is set to “Change proposal” and the emergency attribute has no value.
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The first workflow activity waits until the change request has been assigned to a person. The status will be set
to “Analysis”.

The next workflow node creates a task for the Change Manager Team to analyze and plan the change. The
task will be considered to be completed when an implementation start date, a work estimate, a cost estimate
exists. When completed, the status will be set to “Waiting to approval”.

The next workflow activity is an approval request to the Change Advisory Board. If the change is rejected, then
the requester receives a corresponding email notification, and the change is closed. If the change is approved,
then the status is set to “Approved”.

If the change was approved than the workflow will send an email notification to the requester including the
responsible Change Manager.

The next node creates another approval for DevOps for the implementation. If rejected, then the requester
receives a corresponding message. If the implementation is approved, the implementation approval status is
set to “Approved”.

The node waits until the implementation starts and implementation end dates have been set and sets the
status to “Planned”.

The next activity notifies the requester of the implementation schedule.

Then the workflow creates the implementation task for the DevOps team. The task is considered completed
when the task status is set to “Closed (Complete)”. Once the task is completed then the status will be set to
“Waiting for review”.

The next node will send a notification for the change manager to review the implementation.

. In the next step, the implementation review will lead to the approval or rejection of the change implementation.

If the change is considered to have failed, then a manual task to roll-back the changes will be created, the
implementation review result will be set to “Failed” and the requester will be notified.

If the change implementation is approved in the implementation review, then the requester is informed of the
successful implementation, the review result is set to “Successful” and the change request is set to “Closed”.

2.6.3 Default Templates for Change Enablement

The following default templates that are available for change enablement:

e Change — Information about required data for change planning and implementation (Risk, Classification,
Statistics, Closure information)

e Standard Change — Information about changes that occur frequently and can be managed with a more
simplified template compared to the normal Change-template.

e Standard Change Content — Standard Change content is recorded to this separate template to make re-
use easier.
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2.7 Monitoring & Event Management
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Monitoring and Event Management helps organizations to track the status of assets and services across the IT
infrastructure. Typical events are alerts from assets in the infrastructure signaling malfunctions such as lack of
capacity or loss of network connectivity. Events may be detected by a configuration item sending a message, or by
a management tool.

1- New alert
T Event: Events

Description
Subject

Description

File attachments

Mert source

Alert Content
Rule name
Sourca IP

Source Network

Select a file to upioad

Source Usemame (from eve.

Destination P

Destination Port

Dastination Usernama (from.

Destination Network

Protocel
ap

Evant Name
Evant Description
Category

Lag Sourca 10

Log Source Name

Payload

Alert informat

Related Incident

et status.
Mert Source
et type

Alert ime

jon X

4]

1 - Now alert x

dd.MM.yyyy HH:mm =

Image: Detail view of one event

Key functionalities:

Logging of events

Classification of events

Drag & drop here

Reporting and automatic notifications

a

# Bt | ~ covopse

Additional information X -
Additional information

Add a note

General information X -

Efacts 1D ALEST

2.7.1 Default Template for Monitoring and Event Management

The default template for Monitoring and Event Management is called “Event”. It includes the information about
event source, destination, relations, alerts, etc.
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2.8 Service Level Management

Service Level Management is the process of ensuring the quality and availability of enterprise services according
to Service Level Agreements (SLA).

Service Level Management provides for continual identification, monitoring and review of the levels of IT services.
Service Level Management ensures that arrangements are in place with internal support-providers and external
suppliers. The process involves assessing the impact of change on service quality and SLAs. One of the essential
aspects of successful service level management are flexible and easy-to-read reports and automated escalation
procedures ensuring continuous service improvements as well quick corrective measures.

Service Level Agreements can be defined for different priorities and per service. The solution automatically
calculates the priority based on impact and urgency, picks the service level for the service, and checks calculates
the performance based on the recorded business hours for the service desk.

The solution can automatically assign an incident to the correct service level. The service level is used for defining
the incident’s target response time, which in turn allows monitoring and reporting of actual incident resolution times
and comparison against agreed service levels.

As a result, the Efecte ITSM solution can provide detailed reports and control over the service support
performance. It offers a clear view to how well the SLAs have been met and gives IT the tools to measure and
improve service quality. Service levels allow IT to ensure that the services it provides correspond to the service
levels agreed with the customers.

INC-000686-My PC is not responding m m a Collapse m

Incident description 7 A, Assignment V. .
Customer ? Piiponen Ville Support group ? 1T Sup:

Incident ID 7 INC-000686 Support person 7  Beil Ma

Status ? 06 - Resolved

Incident statistics -

Cost Center Product:

Contact type 7 Phone call Response time 1,00 min

Subject 7 My PCis not responding Resolution time 2,10h

Description 7 PCis not responding at all Customer resolution time 2,10 h
Categorisation and prioritization ~ » - Incident general statistics -
Category ?  End User Services Incident opened 02.06.2020 14:18

Service ? Workstations Incident resolved 03.06.2020 08:23

Request type 7 Incident Target response time achi... Yes

Impact ? 2. Medium Target resolution time ac... Yes

Urgency 7 2. Medium Reassigned 7 yes

Priority 7 3 Medium First pass resolution Yes

SLA used 7 Default SLA )

Resolution s v

Target response ti 7 04.06.2020 10:17

Target resolution 7 09.06.2020 10:17

Incident relations
Status change statistics N -
Support change statistics v
Update information  » -
Service Based Pricing  »# -

Image: Incident example with service level data

The perceived quality of service can be measured through service rating in the self-service portal. The context-
specific service experience rating helps service and vendor managers to not only measure the quantitative
performance according to SLAs but also the qualitative performance as perceived by end-users. Whenever a
service is completed the end user has the option to rate the service performance, which is recorded in the solution
for reporting and follow-up purposes.
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2.8.1 Default Template for Service Perfformance Management

The default template for Service Performance Management is called “Service Level”. It includes performance
related information about response and resolution, etc.

2.9 Service Validation and Testing

Many service lifecycle activities such as Change Enablement, Release Management, and Deployment
Management include testing actions. In order to manage testing activities consistently and group them to
meaningful sets, the Efecte ITSM solution includes a set of testing-related templates. These various testing entities
can be used to perform anything from a single test to large-scale test suites including a variety of test cases.

Test cases
Test cases

% Test case . Test case

Example Test Case 1 Example Test Case 2

Tests Tests Tests

Tests Tests

Quality Engineers, Product Owners, or DevOps teams can plan and monitor tests with the test plan. The test plan
includes information on who is doing what and when. The test plan also presents the progress of the testing
activities as well the results of the tests.
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=1 Example test plan
. P8 testp #' Edital | a Collapse m
est plan: Test Management A

Description & -
Name 7 Example test plan

Owner ? Schneider Peter

Test environment ? Example Linux Server

Test team ? DevOps

Testers ? Administrator Demao

Schneider Peter
Scope & -
Test Cases Example Test Case 1
Example Test Case 2

Schedule »# -
Planned start time 7 01.05.2020 08:50

Planned end date 7 15.05.2020 08:50

Actual start time ? 27.05.2020 0851
Progress 4 -
Status ? 2 -In Progress

Total test cases 1

Test cases failed ]

Test cases passed 0

S G

completed
Relationships »* -

Related services
Related
deployments

Related
configuration
items

Related releases

Access rights

Example Asset Deployment Pipeline

Example Linux Server

Example Release

Image: Example Test Plan

When a set of default tests should be used several times in Releases or Deployments then a Test Task template

can be used.

2.9.1 Default Templates for Service Validation and Testing

The default templates for Service Validation and Testing are:
e Test — Information about individual tests (Acceptance criteria, status, steps, results, etc.)
e Test Case — Information about individual test case (status, prerequisites, assignment, related tests, etc.)
e Test Suite — Collection of test cases (owner, description, status, etc.)

e Test Plan — Information about planned test cases (environment, team, schedule, tester, progress, related
items, etc.)

e Tests Template — Information about tests which will be copied for each release and/or deployment (list of
tests, general info, etc.)
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3 GENERAL MANAGEMENT PRACTISES

3.1 Information Security Management

Information security management describes activities that an organization needs to implement to ensure that it is
sensibly protecting the confidentiality, availability, and integrity of assets from threats and vulnerabilities.

The Efecte ITSM solution supports Information Security Management with a dedicated Security Incident
Management process support and dedicated workflows for general security incidents and incidents impacting data
privacy according to the GDPR.

;_\ Security Incident: Security Incident
‘ # Edital - Collapse m

Source information - Post Incident Review -

Reporier N Post incident required .

I’
Interested internal statt . Post inident review members .
)

Related incident - Pest incident report

Comact type
Incident description -

Socurity incidert ID SEC.000035

Deseription

Staus 1 - Untouched x|r

Atiected services .

I

Allachments Select a file to upload Drag & drop hers

Affected cost centers.
Priority information -

Impact * 2 Modum lad

Urgency * 2 Modm )

Priarity 3 Medium x [z]

sLA

Custom deadline O use custom deadine 4
Support - Incident statistics -

Sugpert group = Manual update

I
Support person
General information v

Resolution a

Internal commants

Add a note

Comment nistory

Related knowiadge base
Related changa -
|

Image: Detail view of security incident in edit mode

The solution enables to manage service-specific information security issues such as the recording of security audit
reports, known weaknesses, and security requirements in the Service template:

Information security #* -
Security audit Example Document.docx 26.05.2020 f(lBl).S
report
Last security 31.12.2019
audit performed on
Security Example Security Requirement 1
requirements Example Security Requirement 2

Example Security Requirement 3

Known weaknesses Example Known Weakness

Image: Details in the Information Security class of the Service template
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3.1.1 Default Templates for Information Security Management

The default templates for Information Security Management are:

e Security Incident - Information about the incident itself (source, priority, working team, resolution, post
incident-review, etc.)

e Security Requirement — Information about the security related requirements (description, impact,
countermeasures, owner, risks, Cls, etc.)

3.1.2 Default Views for Information Security Management

Name of the View Purpose

Security Incident Dashboard Dashboard providing an overview of current security status

Unassigned Critical Incidents A list view that shows all open critical security incidents that haven’t
been assigned

Security Incidents Waiting for A list view of all new security incidents

Handling

All Security Incidents A list view that shows all open security incidents

Tasks for SIR Team A list of tasks that are open for the SIR (Security Incident
Response) team

Data Privacy Officer Dashboard Dashboard providing an overview of issues in different categories:

e Security incidents categorized as GDPR violations in the
last 24 hours

e Security incidents categorized as brute force attacks in the
last 24 hours

e Security incidents categorized as phishing attempts in the
last 24 hours

e Trend line of security incidents categorized to be related to
data privacy

Statistics Statistics about security incidents
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3.1.3 Default Workflow for Security Incidents

Workflow selection criteria

Status + | equal to + | 1 - Untouched E$ 4
= Commm
Gontirmation ta reporter
. | Security incident ¢ | v I not equal to I' | Personal data ... l . |-t x
Completed ‘Completed
AND
= | Contact type u not equal to u Web API l;l-t x
Motty Securiy ncident Wait-for Resalution
fesponse Team Add condition
Completed Then
| .
Run workflow on existing issues when
=
e -
Maximum number of issues that can be run in parallel (up to 100.000)
Completed ‘Completed
100000
o @
o more information
required from reparier? ‘Wait-or 7 days for Select color palette for links
Foe 1 customer acceplance
SR Completed Efecte brand colours
= L —
tion accepted
MNatity raporter impacted pan:'Pb' nu 99 - Cancelled '
L Rollback
Complotod Continue
Add cc
< = (2 I .
Roassigned? Redo Post Incident Review|
Hotily support person of Post Incident Review
Else e Rollback
Then Completed ‘Completed Continue
(e ®
Post Incdent Review
T 2477 Support: Contain approval
and Recover Folooed
Completed Approved
< z
Issuo not resotved?
Else
Then Completed
() <
Issue not resolved?
Waitof 24 hours
== O
Completed Then
| Closed

3.1.4 Default Workflow for Security Incidents Covering Data Privacy

Workflow selection criteria
f ? | Security incident || Personai data .. |+ |4 %
= o ‘Sla\us + | equal to |v | 1 - Untouched lv ]-‘ x
‘Acknowledge incident to Remediation and Recovery
reporter hrough IT

Add condition
Completed Completed

Run workflow on existing issues when

C

=
Notify Data Privacy Office Wit for 24 hou
fy Dota Prvacy Ofcer " Maximum number of issues that can be run in parallel (up to 100.000)
Completed Completed 100000
<> -3 <« - a
Not a sever impact? o Incident resolved? . . Select color palette for links
Fise mﬂa{ ;sﬂ‘myms.mmr = wgm.f Efecte brand colours '
Then Completed J Then Completed
- o sws —olemo | [o0-Carceea |1
Sacurity Incident Response! Wait for resolution
Team analysis.

Add condition

Campleted

<>
Not only threat but real
impact?

{r
!

Noity stakeholders of
Elso. resolution

Completed

!
F

Notify affected persans Post Incident Review

Complated Complated

1

Report to supervisory
authority O
Completed

R S Closed
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3.2 Knowledge Management

The service desk allows organizations to create, sort, search, and publish knowledge base articles. Service desk
users can use knowledge base articles to find quicker known solutions to frequently occurring incidents.
Knowledge base articles can also be used to manage any knowledge that is worthwhile to store and publish
across the organization such as guidelines, strategies, and best practices.

= 1.6 Published Known Solutions Y Conditions =S N
[+ now |~ 2 Eaw ] =~ exvon ~ | s » mzs [ somsusperpge  n]
(&) Knowledge base article / GMDB Type in filter and hit enter n
soLuTion Name 1l soLuTion KEYwoRos il DETAILED DESGRIPTL.. susmiTTeR 1l carecory W senvice 1
*GSRF verfication faled" SR, Network 1 you receive the ermor * GSRF veriication faled * while 1ying 16 log nto the web system you shouid: a) ¢ Preifier Mia End User Sor T Sacurty
2 Access fights dont work Access Rights, Rights Workstation, Network you y work ) Make sura that you are stil_ Hedman Anid Access right
Broken equipment. Equipment. Manitor, Keyboard. Mouse, Warkstation, Broken  If you nofice that your assigned equipment is broken then you should: ) Go gel a new rplacement pier Jigerman Kurt End User Services T Adrministration
4 Cant access internal communication application. Access, communication, M you find out that you i i i a) Hartmann Emma End Us: Account Troubleshooting
5 Computer dossn't boot up. Compuier. Workstation, OS 1 you notica that your cemputer doasn't want o boot up but goes fo BIOS than: alCheck the boot order Kloin Stefan End Us
[ Computer stuck in Windows Update. Updats, Windows, Computsr, I your computer is stuck for over 4hours in a windows update then you should: a) Press Ctrl+AltsDal, if Pitala Antsro End User Servicas Workstations
Comupted files Currupted, Files, Equipment, Dpocuments, Backup 1 you notice that some of your files are cormpted then you should: a) Locate the backuped versions of th Carl File Sharing
8 Demonstratng Demand Management for T demand management, idsas, nnovation you want to demonstrate how demand , especially g of new s Schmidt Peter Business IT Sarvices Marketing
Demonstrating Formatted Knowledge Base Articie fich 9K, knawladge base, tps and ticks 1 you want to dsmonsirate formatted knawledge base aricies You can Use tis article. It pratty much cov. Smith Jonn Busingss IT Services Marketing
10 Demonstrating Incidant Workfiows for IT workfiow, incident you want to y for incidents , then record Wor Senmidt Peter Marketing
Demonstrating Request Warkllows and Approvals for I visual workflow automation 1 you want to demonsirate visual workflow automation for IT service requests . then make an order in the Schmidt Peter Marketing
12 Demenstrating Request Workflows without Approvalin IT  visual workflow automation, shopping cart 1 it workflow g without approval and shopp  Schmidt Peter Business IT Services Marketing
13 Emall getting spammed Email. Notwork, Spam, Security 1 your emal s getting spammed than you should: a) Ensura that you have a spa fiter temod on, andif Ekwall Juius End User Sevices Email Spam Fitering
14 Email phising ‘smail, phishing, identity theft Phishing is the fraudulent atismpt to obtain sensitive i i h rds and cre Smith John End User Servicas Corporate Email
i Forgotian computer password. Password, Accoss rights, Workiation 1 you have forgotien your computer password then you shoud immediatoly: a) Make sure that you don’ Mohamed Abdisatar End User Senvices Access righs
16 Kitchen is ot of Coffee. Goftes, Kitchen, Gafteing, Work, Motivation, fthe unimaginabie has happened and the kitchen is out of coffes then you should, a) Immediatoly chec Olsson Linda Compensation and Benefits  Finance.
Mot phone refusing 1o tum on. Mabile, Phone. 1 you find ot that your mabile Bhan is Tefusing to turn on, you shoukd: ) Make sure hatthe phane ha. Lundan Frans Mabile

Image: List view of knowledge base articles

Users can assign knowledge base articles to different categories such as hardware, software, network, email, etc.
Efecte IT Service Management automatically records timestamps for the creation time and latest update time of a
knowledge base article. Knowledge base articles can be linked later to incidents.

Knowledge base articles can be published on the self-service portal allowing end users to find solutions to known

problems themselves reducing the workload on the service desk. The knowledge base articles are published on
self-service portal according to the support categories assigned to the solution.
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Q search Q e

Tips & Tricks
£ 1
[ 1% End User Services Back
e
Mobile phone refusing to turn on. Updated
M v If you find out that your mobile phone is refusing to turn on, you should: 26 Jun 2020 11:07

a) Make sure that the phone has power bu connecting it to a recharger for atleast 10minutes b) Press and Hold Power+ VolumeUp for ten seconds and see will it now open up, if not then ¢) Eject the sim card and
memory card, and after that contact Maintenance and request a new phone

W You rated this &
- \ ‘:‘}
1 ™ Printer out of toner. Updated
. - - & BV f you notice that the printer is out of toner you should: 11.Jun 2020 10:47
¥ a) Check the nearby supply closet for extra toner or:
b) Contact maintenance
=
@
Forgotten computer password. Updated
> If you have forgotten your computer password then you should immediately: 11 Jun 2020 10:47
Office door access doesn't work. Updated
) > If you notice that your office door access doesn't work you should: 03 Jun 2020 14:07
& Computer doesn't boot up. Updated
“ - | > If you notice that your computer doesn't want to boot up but goes to BIOS then: 21 Apr 2020 13:44
-
Monitor doesn't power on. Updated
' " & > If your monitor doesn't power on then you should ensure that: 15 Apr 2020 13:42
e N 1
Server is down. Updated
| ‘a > f you notice that a company server is down you should: 15 Apr 2020 13:42

Updated
I your computer is stuck for over 4hours in a windows update then you should: 25 Feb 2020 13:25

Computer stuck in Windows Update.
>
TN
Image: Knowledge base article in self-service portal with usefulness rating

With careful categorization of articles, the employees are provided with intuitive and familiar view to articles:
articles can have some basic HTML formatting and contain links to external resources for videos, documents and
other.

Because the value of each knowledge base article is based on how users perceive the usefulness and how often
users are viewing the information, the Efecte solution measures both quantitative as well quality feedback on each
knowledge base article allowing Knowledge Managers to identity which topics have the strongest impact and
which articles might need an update.

How to get your iPhone display fixed / Edital | a Gollapse
Knowledge base article: Knowledge base e

Solution information  # -
Selution Name How te get your iPhone display fixed
Solution Description Well, we would love to see you not dropping it but if it does happen (again), then please do the following: 1.

Contact the Walk-In Service Desk 2. Record your cost centre and name 3) take your temporary substitute

device
Published in Self-Service Yes
Last review 15.07.2016
Expiry 31.12.2016 09:42
Status 04 - Published

Considered useful by users

Knowledge Managers User Peter

Amount of views 9
Classification 4

Image: Detail view of knowledge base article
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3.2.1 Default Template for Knowledge Management
The default template for Knowledge Management is called “Knowledge base article”. It includes information about
the article itself, categorization, people responsible for it, visibility in Self-Service and for certain AD-groups, etc.

3.3 Project Management

The ITIL 4 Foundation document describes project management in IT as: “The purpose of the project management
practice is to ensure that all projects in the organization are successfully delivered. This is achieved by planning,
delegating, monitoring, and maintaining control of all aspects of a project, and keeping the motivation of the people
involved.” Efecte’s ITSM solution supports the Project Management practice by:

e Allowing users to record relevant project data for planning and delegation purposes

e  Supporting the monitoring of projects with Kanban Boards

e Enabling the co-ordination of multiple projects on calendar views

e Providing means to list individual tasks of each project as separate entity

e Offering the capability to store default tasks for repetitive projects

The name, the content, the status, the project team members, the project manager, the start and the project end
date end can be recorded for each project.

a=a Pandemic Response Task Force m “""’ m
£ ‘ v
Project information = Costs  »
Name Pandemic Response Task Force
Schedule information ’ -
Description Manage the urgent tasks related to fighting to pandemics.
Due date 27.03.2020
Project size 03 - Large
Status 1 - Active, Scheduled Project relations ’, -
Project team
Add Risks Yes
Risks
Risk
v
NAME STATUS  BUSINESSOWNER  CATEGORY  LIKELIHOOD SIGNIFICANCE  SCORE  EFECTEID
Project Manager
Loss of VPN 3. Monitor  Malmberg Kristen S. Operational 2. Unlikely 4. Migh 3. Moderate
Project Owner Connection
Tasks
Tasks Communication  » -
NAME STATUS PRIORITY  ASSIGNED TO  DUE DATE EFECTE ID CREATED
Altemative supply 2~ To Do High Schenidt Peter TASK-000409  19.03.2020 12:42 Comment
chains identified &
Cross-training of staff 1 - New TASK-000415  19.03.2020 12:51
Develop contingency 1 - New High Forsberg Anne TASK-000408 19.03.2020 12:44
plans
Identify critical service 3 - Work in progress Critical Dupont Marcel TASK-000410 19.03.2020 12:42
teams
Review business 1 - New Normal Gutierrez Arla TASK-000413 19.03.2020 12:49
insurance policy
More w»
Number of open tasks 8 open tasks
General information SAFe =

Efecte ID PRO-000119

Created 19.03.2020 12:39

&
?

Updated 7 29.06.2020 13:26
Creator ?
?

Last update by

Image: Example project details

Every user with the necessary permissions can add oneself to the project as a watcher. Whenever the status of
the project changes then the watchers are informed with an email of the corresponding change.

Any number of tasks can be linked to a project. Each task includes information on what the task is, who is
assigned to perform it, and when it is expected to be done.

While completing the task, users can leave behind comments regarding the task.

The progress of a project can be followed on a Kanban Board which displays the status of each task in the project.
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1-New

TASK-000390

Schedule Go Live Ci

Efecte IT Service Management

* Agile Project Management [EX3 EXZIIE

2-ToDo:maxs

TASK-000379

Low

TASK-000386

Run DIY Configuration Training
Low

(O Dalberg Erika

® 12122019

S

TASK-000377

Arrange ITIL 4 High Velocity IT
Training
© Brauman Alex

® 10122019

7

TASK-000385

Run Admin Training

© Guadarrama Raul

Image: Example Kanban board of a project

O Golovkin Yarik

@ 09.12.2019

TASK-000387

Run End User Training

O Fahiberg Mila

@ 17.122019

TASK-000380

Hand-Over to Service Desk

© Johansson Anders

@ 18.12.2019

3 - Work in progress «

TASK-000392

Set up connection to Active
Directory

© Fowler Donny

® 02122019

TASK-000383

Implement customisations for
service request management

Low

© Hofmann Greta

@ 10.122019

TASK-000381

Implement customisations for
change control

(© Bauer Christian

® 03.12.2019

TASK-000382

Public
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4 - Waiting to be accepted 2

TASK-000376

Arrange Incident Workshop

O Bradford John

® 18112019

6 - Done 5

TASK-000384 P

Integration of Billing Service

© Grafstein Brigitte

@ 28.11.2019

TASK-000378

Arrange service catalog
workshop

O Christerson Jans

® 18112019

TASK-000375

Arrange Change Control
Workshop

® 19.11.2019

TASK-000393 s

Set up of multi-site tenant
Low

© Hoglund Martin

@ 15.122019

TASK-000394 P

Set up VPN for monitoring and
upgrades

(© Heindorf Alexander

@ 03.12.2019

TASK-000391 rd

Set up cloud tenant
(=]

Task templates with default tasks can be created for projects which always contain the same tasks every time it is
started. This reduces the need to create these default tasks manually every time. The task template contains only
the task template name and the associated default project tasks.

= efecte Q searen

Efecte Deployment
Task template: Project Management tasks

Task template information

Task template name

Tasks to be copied Accentance Test

s

Efecte Deployment

Arrange Change Control Workshop

Incident Warkshop

ITIL 4 High Velocity IT Training

Customi

service catalog workshop

Hand-Over to Service Desk
Iomodesnart custorishtions fo chana conpel

implement customisations for incident

Tasks

v

- General information ITSM r
Efecte ID ? sTs-000015
Created 7 18112019 08:07
Updated 7 06.02.2020 14:14
Creator 7 Schmidt Peter
Last update by ?  schmidt Peter

Implement customisations for change control

Task template to

Name:

Status

Schedule Advanced Customization Trainin PrOfity:
Schedule Go Live Celebrations

Assigned to:
Set up clowd tenant

Set up connection to Active Directory | Due date

Set up of multi-site tenant

Set up VPN for monitoring and uparades | Efecte1D:
-~ Created

Project

Implement customisations for change control
1= New

Normal

Bauer Christian

03.12.2019

TASK-000349

06.02.2020 11:28

Image: Example task template of a project

awm? Q

A calendar view helps project managers to understand other parallel running projects which may impact another

project.
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f& 2.2 Projects calendar

February 2020

~
o

Efecte Deployment

Efecte IT Service Management

More v

Wed Thu

Fri

Public 38 (65)

Month Week Day “‘ Today »

Sat Sun

15 16

Efecte Denlcwem

Image: Example calendar view

3.3.1 Default Views for Project Management

Name of the View

Purpose

Project Task Board
All Project Tasks

All Project Task Templates
Project Calendar
Projects Kanban

All Projects

A Kanban Board of all tasks of all projects; can be customized to
show only tasks of a particular project

A list view showing all tasks of all projects; can be customized to
show only tasks of a particular project

A list view showing all task templates of all projects

A calendar view to all projects according to their start and end date

A Kanban Board showing all recorded projects according to their

current status

A list view of all projects that have been recorded

3.3.2 Default Templates for Project Management

The default templates for Project Management are:

communication, etc.)

Project subtask —
assignment, etc.)

3.4 Relationship Management

Project — Information about the project itself (team, schedule, financial info, status, related tasks,

Information about specific tasks in the project (description, status, watchers, schedule,

Project task template — Set of subtasks to be copied between separate projects

The practice of Relationship Management helps organizations to manage the connections and dependencies
between customers and service providers, services and service providers, as well internal and external

organizations.
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Example Service Provider
Organization: Companies

Information -
Name Example Service Provider
Description Example Description of Services of the Service Provider
QOrganization ID ExampleProvider001
Type Service Provider
Internal or External
external
Status Active
Email extension company.com
Service provider information  »* -
Responsible person Schneider Peter
Accountable person Administrator Demo
Governance board Change Advisory Board
Risks ##% Example Risk *#*
Dependencies Andersson Data Recovery
Bremerhaven Shipping
Incidents INC-000471-test
INC-000473-test
Analysis reports Example Document.docx 26.05.2020 f(lBl).S
Organization relations & -
Service agreements DC Services: Efecte GmbH - BestDBCenter AG
Related service Agnar Web Development
providers Cynthia Analytica
Address information -
Street address Example Street 123
Postal code 00815
City Town
Country Germany

Image: Example Service Provider Information in the Organization Template

Service and Partner Managers can store service provider organizational, governance, performance, and risk
information related to individual service providers in Efecte’s ITSM solution. Organizations can be classified and
linked to each other allowing Service Managers to create maps of dependencies.

3.5 Demand Management

The purpose of the demand management functionality is to record and process new ideas, change requests, or
innovations.

New demands can be recorded including information that is needed for the analysis such as:
e A detailed description
e The goal (which is typically related to the benefit)
e Level of secrecy (for innovations for example)

Typically, a Demand or Innovation Manager reviews the suggestion and translates the demand to a list of
requirements, also called Acceptance Criteria in the agile way of working.
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efecte

CP-4813: Kanban View
Demand: Demand Management

Description i - Assessment P
Name CP-4813: Kanban View Status 3 - Published
Detailed As a agile team manager | want to be able to see which people are allocated to which

New log entry

description tasks and what is the status of each task in order to manage the team resources more
efficiently. Schmidt Peter
More w ‘Works as planned.
Submitted by Schmidt Peter
Resulting actions X
Details  » -

Initiated change ‘

Acceptance 7 Aprivacy impact analysis should be
criteria The IT- team has successfully installed the Transfoermed to ‘ |;‘
incident
Employee feedback - Duplicate demand ‘ IT
Publish for rating Yes

General information P

New comments
Efecte ID ? 000007
Sulander Saku 20.09.2018 09:43

1 just love kanban

-

Created 11.09.2018 07:53

Updated 7 29.06.2020 13:35
Positive feedback s Creator ? Workflow as root’
Negative f k
egative feedbacl 0 Latest update by 7 Schmidt Peter

40 (65)

# Edital | a Collapse

29.06.2020 13:35

Different financial estimates and associated risks should be recorded during the analysis of the demand.

The idea or change suggestion can be published to all users on the self-service portal for rating and comments as
an additional input for the analysis of the demand. If the Demand Manager decides to publish the idea on the self-
service portal, then the description will be visible to all users of the self-service portal where users can decide

whether they like or dislike the idea.

Q search

Feedback to ideas

CP-4813: Kanban View

As a agile team manager | want to be able to see which people are allocated to which tasks and what is the status of each task in order to manage the team resources more efficiently. As an asset manager | want
1o see assets along the lifecycle on a single view in order to quick understanding what are the next activities for a certain asset.

b Yo he idea #' Comment
‘Comments from users
1just love kanban - 20 Sep 2018 09:43
CP-4809: Highlighting Visual Analyser Elements based on Selected Attribute
> As a service management user | want to see from the Visual Analyser a near-realtime visualisation if an Visual Analyser element is in an special condition such as an outage of a IT element in order to analyse the
situation better.
CP-2253: In Service Tool

N As a support person | want to be able to publish inside of the service tool in order i ACs: the template of the ITSM and
HRSM baseline configuration shall be used also for publishing internal announcements the new attribute for publishing shall be renamed to *Publishing" with the static values “Published Intemally, Published in
Self-Service Portal, Published Internally and in Self-Service Portal, the servi hall be ing to the Publishing attribute in the different channels internal
announcements shall be made using the exiting notificati ‘mechanism the internal content shall be displayed in the following order *<icon> <subject>:<message>" the service

f permanent by user by clicking the *X" the date published attribut d time value when the is published the service
announcements shall be removed from both internal notification as well from self en it expired the

shall only display the subject and the announcement message interally
but not the targeted resolution time the service announcement template must have a new attribute for “Type" with static values of ° 1
be made as Warning

Warning, Alert” int be made as
for type "Warning" interal Al red

Information
background for type *Alert"

‘CP-4634: Custom icons to self-service offerings

for type “Information* internal

.

. It should be possible to have for flexibilty portal. It should be possible to upload i i witha
" defined imaging format and format.
~ 5
R
% 1 CP-4768: Re-opening incidents on self-service portal
> As a end user | want to be able to reopen incidents in the self-service portal according to the ITIL process in case a resolution did not correctly resolve my problem.

Image: Ekample idea to be rated on the self-service portal

00

Created
11 Sep 2018 07:53

Created
11 Sep 2018 08:02

Created
11 Sep 2018 08:08

Created
12 Sep 2018 08:54

Created
13 Sep 2018 06:25

wo o\ .“

The resulting actions such as change request or incident can be linked to the demand record in order continue the

processing of the demand in line with the ITIL processes.
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3.5.1 Default View for Demand Management

Name of the View

Purpose

Public

41 (65)

Demand Management Kanban

Open Demands

A Kanban view of all demands categorized by statuses
A list view that shows all demands which are active

3.5.2 Default Workflow for Demand Management

Y
|\— /.\

g

Initial analysis ongoing

Completed

1

=

Motification of Demand
Manager

Completed )

L&
Waiting for publishing

L Completed

<>
Decision to publish

Else

Then

)

Waiting for feedback

Completed

(1=

Assessment angoing

Completed
J

Icr

'Waiting for change creation

Completed
. - J

O

Closed

3.5.3 Default Template for Demand Management

O

Closed

The default template for Demand Management is called “Demand”. It includes information about the goal,

acceptance criteria, user story, feedback, assessment and actions.

3.6 Customer Satisfaction Measurement

Understanding how customers — typically employees and other end users — of an ITSM solution is the foundation
for Continuous Service Improvement. Efecte ITSM includes a feedback application which can collect feedback
from the customers immediately when the service is completed. Feedback can be collected for incidents and/or

service requests.

© Efecte



Efecte Efecte IT Service Management Public 42 (65)

The feedback action can be triggered at any stage of a workflow. Typically, the feedback is requested after a
service is delivered or an incident is resolved. The email includes for examples emoticons which, when clicked,
send the choice of the end users directly back to the solution.

efecte

Dear Peter

your incident "Micrasoft365 upgrade failed" INC-1409 was resolved by the IT Suppaort Team.

The solution to your issue was:

If a Microsoft365 upgrade failed on a Asus laptop and your workstation does not boot up anymore, then you need to press the power button for 8 seconds to
force a reset of the workstation. After the reset of the workstation, the workstation should boot up as usual in a safety mode.

‘Would you like to help us in improving the IT Support Service? Then please rate your service experience below:

How likely is it that you will recommend the service to a colleague

Very likely Likely Unlikely Very unlikely
Once you rated your overall experience above, then a detailed feedback form will open in a new window.

If your issue is ultimately not resolved yet, please rate your experience anyway and select on the feedback form : "Please reopen case. Issue was not resolved"”

Kind regards,

Your Support Team

Furthermore, when clicking at one of the choices for the feedback, the end user is automatically forwarded to the
self-service portal where they can give more detailed feedback if they choose to do so.

The results of the employee feedback can be displayed in a multitude of reports and dashboards ranging from
simple numerical scoring to the details of the feedback form.

My feedback

Thank you for the feedback!

Please select the statements you agree with
| The service was delivered in time
The service was complete, not only partially implemented

+| Were the additional questions of the service desk clear?

Please rate us in the following areas (1=very good, 4=very bad)

Friendliness of support staff
1 2 3 4
.

Competence of support staff

1 2 3 4
)

Timeliness of support responses
1 2 3 4
)

Communication skills of support staff
1 2 3 4
L]

If you just got a second more then we would love to get even more input more you...
How do you like the self-service nonal?

It should be used for Identity Management as well.

How can we improve?

Keep up the good work!

| want to be contacted on my feedback

The feedback form can freely be configured by the administrator of the self-service portal.
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3.6.1 Default Template for Customer Satisfaction Measurement
The default template for Customer Satisfaction Measurement is called “Feedback”. It includes information about
the customer communication, fulfillment, rating, qualitive and quantitative feedback.

3.7 Risk Management

The IT organization must manage systematically the risks of various processes. Risks can be linked to security
requirements, changes, releases and other activities.

3.7.1 Default Template for Risk Management
The default template for Risk Management Measurement is called “Risk”. It includes information about the risk
itself, owner, status, categorization, impact, probability and response.

3.8 Service Financial Management

Service Finance Management helps organizations to control, allocate, and improve cost efficiency of enterprise
services. The Service Finance Management application keeps track of costs per service, cost center and/or
vendor. Flexible dashboards help to monitor cost development in real-time. Cost center-based allocation enables
shared services across the organization.

Key functionalities:

e Tracking of costs of selected services and assets
e Allocation to cost centers and services

The financial management of IT-related costs is enabled in the solution by
e Recording a budget for a defined period (such as a month or a quarter)

e Accounting of the actual costs from incident, request, and change management

e Charging the costs through integration to external invoicing solutions
Budgeting and accounting can be done for a cost center, for a service, or for both. The cost for incident processing
is done based on the hours that have been required to serve the customer (alternatively a fixed price per incident
can be charged by configuration change). The cost of a request is calculated by the price of the item in the service
request. The cost of a change action is based on an hourly implementation price.
The solution accounts in periodic cycles - such as every hour - how much of the budget has been used. If the budget

is exceeded, then an automatic email notification to the cost center owner can be sent. In addition, a budget tolerance
can be defined in percentages to accommodate for some flexibility.
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ITB-000011-Products Solution Management
Budget information & - Planning information & -
Cost center Products Solution Management Planned budget 5000,00 €
Status 02 - Active Actuals 1549,85 €
End of ongoing 03.07.2020 Remaining budget 3450,15 €
d
perios Usage in % 31,00%
Incident costs accounting - Budger 75% used e
Incidents during N General information ITSM ~ » -
the interval IN
NG Efecte ID 7 m8-000011
INC
Created 7 03.06.2020 08:31
Incident cost 58.05 €
Updated 7 03.06.2020 08:31
total
Creator ? n Ville
Service request accounting - Last update by ? n Ville
Requests in this Asus VivoPC K31CD Win 10
interval Asus VivoPC K31CD Win 10
Regquest costs 87180€
total
Change costs accounting a

Changes in this CHG-000455-Upgrading workstations with

interval HG

Change costs total 620,00 €

Image: Example IT Budget data card for one period

3.8.1 Default Template for Service Financial Management

The default template for Service Financial Management is called “IT budget”. It includes information about the
budget itself, changes, cost center, service, financial period, financial tracking, and other related costs.

3.9 Supplier Management

Supplier management is an increasingly important application for IT Service Management due to the more
dynamic nature of enterprise services being outsourced, multi-sourced, and insourced. The System Integration
and Management (SIAM) framework is defined as an approach to managing multiple suppliers of information
technology services and integrating them to provide a single business-facing IT organization. The pre-integrated,
seamlessly linked nature of the solution makes the supplier management one of the most powerful in the industry.

Key functionalities:
e Single point of record for all vendors and suppliers
e Pre-integrated license and agreement management
e Performance rating based on end user feedback
e System Integration and Management-ready multi-vendor access management
e Performance management for service level agreements and resolution times

e Schedule supplier audits and record the results
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Example Service Provider )
ple #* Editall a Collapse | == More
Organization: Companies hd

Information  »* -
Name Example Service Provider
Description Example Description of Services of the Service Provider
Organization ID ExampleProvider001
Type Service Provider
Internal or External
external
Status Active
Email extension company.com
Service provider information # -
Responsible person Schneider Peter
Accountable person Administrator Demo
Governance board Change Advisory Board
Risks *** Example Risk ***
Dependencies Andersson Data Recovery
Bremerhaven Shipping
Incidents INC-000471-test

INC-000473-test

Analysis reports

Example Document.docx 26.05.2020 E(lB:;‘S

Organization relations -
Service agreements DC Services: Efecte GmbH - BestDBCenter AG
Related service Agnar Web Development
providers Cynthia Analytica
Address information  #* -
Street address Example Street 123
Postal code 00815
City Town
Country Germany
Contact information  » -
Phone +40 8019901111
Fax nobody got fax anymore
Websites www.company.com

Image: Example supplier information details

Suppliers are recorded in the Organization template which is part of the Efecte Platform. For more details on the
Organization template, please refer to the Efecte Platform documentation.

The Efecte ITSM solution can automate supplier audits in periodic intervals. A Supplier Audit record card stores
the information related to a particular supplier audit.
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Information o

Name
Audit interval
Status
Next audit on

Related
organisations

Responsible person
Results #*

SLA deviations
Security incidents

Audit report

Last audit
completed on

Efecte IT Service Management Public

Example Supplier Audit Zero Days
0 days

4 Audit completed

20.05.2020

Bremerhaven Shipping

Schneider Peter

SLA has not been kept on October 1st 2019
Example security incident-SECINC-000040

Example report:

Lorem ipsum dolor sit amet, mea sale prima no. Ludus scaevola nec ut, ne mel
vocibus reformidans, timeam salutatus assueverit at nam. Disputando
signiferumque ea has. Dictas possim antiopam sea at. Vix nemore placerat no,
regione officiis pertinax pro et, tempor tibique commune usu ne. Mei utroque
propriae ne.

In utinam docendi est. Eu vel stet possit mnesarchum. Nihil mediocrem qui ex, ne
vis utamur tincidunt. Eu quod salutatus disputando pro.

Hinc facer ne duo, ne viderer legimus copiosae qui. Qui erant graeco ut, quo sint
voluptua ut.

Less a

20.05.2020

Image: Example supplier audit record card

3.9.1 Default Templates for Supplier Management

The default templates for Supplier Management are:
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e  Supplier Audit — Information related to auditing the supplier (general audit information, related persons
and organizations, security incidents, invoicing information, etc.)

e Agreement — Information related to agreements with external and internal parties (contract information, is

the agreement with internal or external party, internal party info, opposing party information, validity,

notifications, finance reporting, related documents and/or contracts, etc.)

e Organization — Information about the organization related to the Supplier Management process.

3.9.2 Workflow for Supplier Audits

The following workflow automates the security audits for a particular organization once the first supplier audit

record has been created:
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Calculate next audit date

Completed
@
Waiting for next audit
Completed

.

&

Set to Pending

Completed

)

D4

Notify Responsible

Completed

Public

.

Icr X
Analyse performance

Completed

Write report

Completed

(@

Wait for Completion

Then
e

B
Set Audit Completion Date

Completed

w

Create next audit

Completed

O

Closed
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4 SERVICE CONFIGURATION MANAGEMENT IN THE CMDB

Service Configuration Management is the management and traceability of every aspect of a configuration from
beginning to end. Real-time configuration management enables the efficient utilization and localization of
enterprise assets. Configuration management and especially the management of relationships between
configuration items improve the ability of IT Operations Managers to understand the dependencies and impact of
single assets.

The Configuration Management Database (CMDB) provides a holistic view of the enterprise assets. The flexible
nature allows organizations to create their desired templates for asset and configuration management. The self-
service portal can pull real-time configurations item information from the Configuration Management Database for
concise incident reports and service requests. The Visual Analyzer shows immediately the relationship of any
configuration item to processes, individuals, and other assets.

Key functionality includes:

e One centralized storage for all IT asset, application, and service information
o Detailed information over your IT
o Record workstations, servers, printers, network devices, backup devices, and mobile devices
o Manage asset, application, and service lifecycles through status changes
o Role-based user permissions for versatile and flexible user rights definition

e Define the services your IT is offering

o Add service details such as service status, scope, and ordering instructions
Include attachments such as manuals and service descriptions
Include financial information in terms of service costs and service pricing
Define service relationships with business processes and application installations
Define your service levels and their details
Define service options (optional service components) and their pricing

O O O O O

e Detailed asset information
o Save technical information
o Enter and track costs
o Record and track owner and user information
o View relationships between assets and applications

e Detailed application information
o Manage application and integration ownership and responsibilities
o Manage information about integrations and other dependencies between your applications
o Manage application dependencies to assets, for example to physical and virtual servers
o Manage application dependencies to services

e Extensive reporting
o Allocate assets and their costs to organizational units, cost centers, or locations
o See what workstation models, hardware, and software configurations are used
o Receive threshold level reports, for example, on low hard drive capacity
o Communicate service statuses, costs, pricing and other details to your management and business
associates
o Estimate the effect or business criticality of a service component, such as an application or a piece of
hardware
o  Provide background information for service cost-benefit analysis
o Visualize your service, application, and asset dependencies
e Configuration audits
o Define and schedule configuration audits
o Record results of configuration audits
o Take measures to mitigate the results of configuration audits
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The solution includes an extensive list of pre-configured Configuration Items making it possible to deploy a CMDB
quickly. Each template includes a series of attributes that describe the Configuration Item. The templates also
include readily made automations for typical automations such as software license management or device lifecycle
management. Relationships between different templates such as Device Model and Mobile Device are delivered
out of the box.

Any Configuration Item (CI) template can be customized easily by the administrator without impacting the
upgradability of platform.

The values of each ClI can be inserted by various means such as:
e  One time import from a file
e Dynamic imports through discovery tools

e Manual entering of data in the Workspace

Conceptually, as outlined in the illustration below, Product or Service A is enabled by the SaaS Component A
running in Cloud Infrastructure A. In addition, SaaS Component A acts as a source for an integration providing
data for the Application A running on local server in this hypothetical hybrid architecture.

Service Catalog Product /
Service A

Product /
Service B

Application Saa$ Source Integration Target Application
Management Component A A-B installation A
1 1
Running on Running on
| i
1 1
1 1
Cloud
Infrastructure Infrastructure A
Management
Provided by Provided by
i i
1 1
Supplier
Management Supplier A Supplier B
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4.1 Service Catalog Management

The CMDB contains a set of default services and service categories, which help you to get started with your
Service Catalog. We strongly recommend that you start building your Service Catalog on these. Of course, you will
have to go through the default cards, fill in your preferences and replace the example data with actual data from
your specific environment. In addition, you may need to add a category or two to cover the characteristics of your
specific IT environment.

4.1.1 Service Categorization

Default services do not include business services, as those are depending on the organization. Instead, the default
services mostly fall into the category of standard IT services, which are similar in most organizations. In any case,
you should study what has been the level of service definition in the default services and use that as a guideline in
your Service Catalog when you are creating new services.

Service categorization helps reduce the overall complexity; in addition, the categorization is utilized in the service
desk to help link service requests and incidents to services.

There are four main categories:
e Business IT Services
e |T Services
e Technical Services
e End user services

Business services are mostly (but not always) business applications and often distinctive to a business process.
Business delivers considerable input for IT regarding the development of these services. Business services are
generally not available for all users.

4.1.2 Service Description

Describing the services that are available to end users is a crucial part of every IT organization. Efecte ITSM
solution helps to describe the services with pre-defined structures in templates. The templates not only record the
characteristics of the specified service, but also helps to manage the complete life cycle of it. Life cycle information
can also include about financial information, security related information, and information about the relationships
between services.

Most templates in the CMDB include a shared class called General Information recording the unique ID, the time

of creation, the last update time, the creator, and the person saving the last update of the Configuration Item. The
optional workflow status attribute can be used to make the current workflow status visible in reports/views for the

corresponding Configuration Item.

4.1.3 Service ltems

End users can order service items in the self-service catalog from the service catalog. A service item is always
belonging to a particular category and service which speeds up the processing of the service request. The service
items can be described and managed with the templates described below.

4.1.4 Default Templates for Service Catalog Management

The default templates for Service Catalog Management are:

e Service — Information related to describing the service (relationships, supplier, ownership, financials,
availability, continuity, information security, etc.)

e Category — Information related to categorization of the service (description, support group, etc.)

e Organization — Information about the organization offering the service (contact, agreements, etc.)
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Self-Service item — Information about the service available through self-service portal (description, price,
SLA, status, classification, etc.)

Application — Information related to specific applications (description, privacy, environments, services,
recovery, integrations, etc.)

Task — Information about recovery actions related to the service (description, responsibilities, references,
etc.)

Service level — Information about the agreed service level for the service (response time, priority, etc.)
Agreement — Information about agreements for the service (validity, financials, contracts, etc.)

Person — Information about persons related to the service (business owner, service manager, etc.)

4.2 IT Asset Management

The first step in implementing effective IT asset management is the automatic discovery of software, hardware,
and network information. If there are assets that cannot be inventoried automatically, the information is entered
into the system manually.

The lifecycle management of the assets is performed through status changes. The status of the asset can be
tracked from the point of arrival through the start of use and maintenance periods, to the disposal of the assets.

4.2.1 Default Templates for IT Asset Management

The default templates for IT Asset Management are:

© Efecte

Device model — Information related to device models of workstations, mobile, devices, servers, and
displays (manufacturer, vendor, availability, list price, warranty, device model, etc.)

Workstation — Information related to describing workstations such as tower, desktop, and laptop
computers (ownership, purchase/leasing information, warranty, network settings, cost center, etc.)

Display — Information related to display of the device (model, ownership, purchase/leasing information,
warranty, etc.)

Cloud Infrastructure — Information related to cloud infrastructure elements (server, database, location,
supplier, availability target, etc.)

Server — Information related to characteristics of servers in the IT infrastructure (ownership, location,
server type, environment type, public IPs, ownership, usage time, purchase/leasing information, warranty,
CPU/Memory/Disk/other hardware information, etc.)

SIM — Information related to SIM card details (Phone number, operator, user, status, etc.)

Mobile device — Information related to a mobile device, such as a smartphone or a tablet (model, IMEI,
ownership, warranty, purchase/leasing information, network settings, etc.)

Printer — Information related to describing printers (ownership, model, share name, purchase/leasing
information, warranty, network settings, etc.)

Network device — Information related to describing network devices (ownership, model, network settings,
purchase/leasing information, warranty, etc.)

Network — Information related to the network (name, gateway, IP space, LAN, etc.)

Drive — Information related to drive configurations (drive letter, volume name, size, filesystem, etc.)
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e Storage — Information related to storage devices (name, storage space, type, etc.)

e Database — Information related to databases in the IT infrastructure (ownership, version, database name,
type, running on, etc.)

e Backup device - Information related to backup devices (ownership, model, number of backup drives,
purchase/leasing information, etc.)

e Document — Information related to stored documents including attachments (title, identifying information,
confidentiality, status, file reference, ownership, etc.)

4.3 Software Asset Management

Software Asset Management is in today’s digital world the crucial application keeping track of software versions
and software licenses across the enterprise infrastructure. Software Asset Management (SAM) centralizes
installed software information and matches it against existing license contracts. The SAM application helps to
rationalize software investments, prevents over-purchasing, minimizes license compliance issues, and enables
software reuse.

Software Asset Management is the practice of integrating people, processes, and technology to allow software
licenses and usage to be systematically tracked, evaluated, and managed.

The Software Asset Management application centralizes installed software information and matches it against
existing license contracts. The application helps to rationalize software investments, prevents over-purchasing,
minimizes license compliance issues, and enables software reuse.

The basis for SAM is established by performing an automatic software inventory over all installed software. From
the results of the inventory, the software to be monitored is selected. Inventory tool can be e.g. Microsoft SCCM.

Specific software matching filters can be used, e.g., when minor versions of the software are preferred to be
included within a major version.

To maintain, support, and ensure the quality of the software asset management process, software policies should
be defined and implemented throughout the organization. The procedures should include issues like checking in
new software, removal of outdated or non-utilized software, handling of expiring license contracts, and removal of
unwanted software.

Key functionalities:

e Access all installed software information in one centralized place

e Collect all license agreements in one centralized system

e Get alerts of ending license agreements

e Get alerts when the number of software installations exceeds the existing licenses
e Report license compliance

e Track software installations by organizational units, cost centers, or locations

e Link cost, technical, and administrative information to software information

The solution includes a Plug & Play connector to the Microsoft SCCM discovery tool. Other discovery tools can
easily be integrated through modern web interfaces.

4.3.1 Default Templates for Software Asset Management

The default templates for Software Asset Management are:
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e Software license — Information related to generic license information (type, cost center, ownership, license
pool, etc.)

e Software license pool — Information related to license pool, which includes licenses of the same software
(administered software, number of licenses in the pool, used licenses, etc.)

e Software usage — Information related to amount of usage software gets in time and level (time, usage
count, usage hours, installation, usage level, etc.)

e Monitored software installation — Information related software which is installed and monitored (installation
information, usage level, installation location, identification information, references to software and license
pool, language, etc.)

e Administered software — Information related to administered software (name, monitoring info, filters,
SCCM rules, etc.)

4.4 Availability Management

The availability of a service can be managed with dedicated Service Availability Forms. These forms, which are
intended to be created for a particular time interval such as a calendar month, can be filled in for critical services
for which the availability shall be precisely documented.

A Service Availability Form is always related to one Service which also holds a back-reference to all Service
Availability Forms to calculate KPIs that span over multiple time intervals.

The solution automatically calculates if the overall service availability target (in percentages) has been met. The
solution also calculates automatically whether the uptime commitment has been met. If either the scheduled or
unscheduled downtime exceeds the permitted range recorded in the Service template, then the outcome is
documented in the data card.

An automatic email notification is sent to the business owner and service manager of the Service if one or many
availability commitments are violated.

(D) Semionavatavin o Sarice v [+ atar ] o cotapse J - wore
( l ) Service availability form: Service availability records i o el o

Information # -
Service Connectivity
Measurement 21.05.2020 19:20
interval start
Measurement 21.06.2020 19:20
interval end
Availability not applicable
commitment met
Uptime commitment No! At least, the unscheduled downtime exceeded the allowed maximum!
met
Total scheduled 1,00 minutes
downtime
Total unscheduled 20,00 minutes
downtime
Total outages 1
Actual 99,96
availability
Expected 99,95
availability
Permitted 1,00 minutes

scheduled downtime

Permitted 2,00 minutes
unscheduled
downtime

Image: Example Service Availability Form

Long-term indicators such as Mean Time Between Failures are calculated for each service taking into account all
recorded Service Availability Forms.
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Availability #* -~
Expected 99,95
availability
MTBF 10 days
MTRS 11,00 minutes
Operational since 01.05.2020
Permitted 2,00 minutes
unscheduled
downtime
Permitted 1,00 minutes
scheduled
maintenance
Operational days 21
Availability Connectivity- 21.06.2020 19:20
records Connectivity- 22.05.2020 07:24

Connectivity- 29.05.2020 07:28

Image: Example Availability Class Details in Service Template

4.4.1 Default Template for Availability Management

The default template for Availability Management is called “Service availability form”. It includes information about
measurement dates, availability, scheduled and unscheduled downtime, number of outages, and other related
information.

4.5 Capacity Management

Capacity Management allows Service and DevOps Teams to record, plan, and forecast capacity demand and
capacity performance of individual Configuration Items. The focus of Capacity Management in the Efecte ITSM
solution is on capacity planning and resource allocation. Real-time capacity monitoring can be integrated to the
solution from external monitoring solutions.

The key asset for Capacity Management in the Efecte ITSM solution is the Capacity Allocation template. The
Capacity Allocation template is designed to record information for a particular Configuration Item for a defined time
interval.

Service Managers can request capacity from the IT infrastructure teams in terms of CPU cores, memory, and
storage. Additional capacity dimensions can be added by configuration through the administrator.

DevOps teams can assign the capacity allocation to a particular customer or cost center.
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Request details a
Resource Example Linux Server
Allocation start 25.05.2020 07:18
Allocation end 26.05.2020 07:18
Details Example request allocation details such as ....
Status Confirmed
Tasks
Task TASK SUBJECT SUPPORT GROUP  SUPPORT PERSON STATUS NEXT TASKS TASK ID
Allocate virtualised DevOps 1 - Assigned TASK-351 TASK-350
capacity
Customer & -
Requested for Efecte Germany GmbH
Requested by Schneider Peter
Requested capacity -
Number of CPU 16
cores
Total amount of 1,40 GB
storage
Memory 300 MB
Utilization -
Utilized common 56,12 %
CPU load
Utilized memory 251 MB
Utilized storage 1,20 GB
Performance & -
Resource 99,96 %
availability
Response time 10,00 milliseconds
Maximum CPU load 78,00 %

Image: Example Capacity Allocation

Managing of capacity requests and resource allocations for a particular asset such as an entire server can be
visualized in calendar views.

4.5.1 Default Template for Capacity Management

The default template for Capacity Management is called “Capacity allocation”. It includes information about
request allocation, customer, requested capacity, utilization, and other related information.

4.6 Configuration Audits

IT Managers can plan, execute, and record configuration audits for any Configuration Item in the CMDB.
Configuration Audits help to improve the quality of the CMDB and identifies shortcomings in the processes and
policies surrounding the deployment and removal of assets.
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= [Eiitamiwisan (i Running |~ carai ] o coapse ] - woro ]
% Configuration audit: Audits 9 P
~

All referrers (3)

Information & B
Name Example Asset Audit 2
Audit interval 90 days
Status 3 Audit ongoing
Next audit on 20.05.2020
Related Cls Efecte ITSM
Responsible person Schneider Peter
Interested persons Administrator Demo
A

Results »

Unauthorised Example Server has been added without recording in the CMDB

changes Example Smartphone has not been used for 12 months

Unregistered New Example Marketing Cloud Service has been installed on some workstations without permissions
assets

Missing assets Default smartphone

Audit report Example Audit Report ...

Image: Example Configuration Audit Report Card

The solution automatically creates configuration audit report cards for each interval. The system schedules
automatically the next configuration audit based on the selected interval length, creates the necessary manual
tasks, and informs the relevant stakeholders. The different findings of every audit can be reported either in
dedicated fields or in a summary audit report.

4.6.1 Default Template for Configuration Audits

The default template for Configuration Audits is called “Configuration audit”. It includes information about the
audit’s interval, next audit date, responsible and interested persons, identification information, results, and other
related information.

4.6.2 Workflow for Configuration Audits

The following workflow is executed for each configuration audit:
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efecte

O

e

o ( \
=] <> X Icr
Unregistered asset?
Calculate next audit date Add or remove unknown
Else
Completed Then Completed
e <> I
Missing asset?
Waiting for next audit Investigate missing asset
Else >
Completed Then Completed
4 &g
Set to Pending Write report
Completed Completed
—_— I
= (e
Notify Responsible Wait for Completion
Completed Then ]
6 =]
Reconcile and Verify Set Audit Completion Date
Configuration
Completed Completed

1

+

[

Create next audit

Completed

O

Closed

4.6.3 Default Views for Configuration Audits

Name of the View Purpose
A list view of all ongoing configuration audits
A list of open tasks related to configuration audits

Configuration audits
Configuration audit tasks

4.7 Service Continuity Management

Service Continuity Management is the practice of preparing for outages and disasters affecting the availability of
any service. Especially when more services are offered in cloud-based SaaS components the service continuity
execution shifts to some extend to the supplier of the service. However, service continuity must be in any case be
planned in the organization consuming the service.

Efecte ITSM provides dedicated fields for recording the parameter relevant for service continuity management:

e Recovery Time Objective
e Recovery Point Objective
e  Minimum Service Level for Emergency Operations

These fields are part of the Service template in the CMDB.
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Recovery actions

Recovery actions
template

Actions
Task

Service continuity

Business
criticality
Recovery strategy

Recovery Time
Objective

Recovery Point
Objective

Minimum service
level target

Service continuity
plan

Business impact
analysis

Service
architecture plans

Recovery plan

Emergency
operation plan

Continuity test
plans and results
Last audit
performed on

Next audit to be
performed on

Risks

Efecte IT Service Management

'.

Example Recovery Task Set

TASK SUBJECT SUPPORT GROUP SUPPORT PERS...

Example
Recovery Task 1

Example
Recovery Task 2

Example
Recovery Task 3

'0

7 2 - Somewhat critical

Warm stand-by
? 3 Minutes

7 3 Minutes

Customer SLA

Example Document.docx

Example Document.docx

Example Document.docx

Example Document.docx

Example Document.docx

Example Document.docx

01.05.2020

26.05.2020

? Example Risk
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STATUS NEXT TASKS TASK ID

1- TASK-
Assigned 359
1- TASK-
Assigned 360
1- TASK-
Assigned 361

-~

26.05.2020 (11.5
KB)

26.05.2020 (11.5
KB)

26.05.2020 (11.5
KB)

26.05.2020 (11.5
KB)

26.05.2020 (11.5
KB)

26.05.2020 (11.5
KB)

In addition to these dedicated fields, the Service template includes means to archive Disaster Recovery Plans,
Emergency Operation Plans, Architecture Plans, and Business Impact Analysis as attachment for each service.

Recovery actions required for the service restoration can be managed as tasks which are immediately available as
guideline on how to restart the service. Audits for the service continuity can be scheduled and automatic email
notifications can be sent to the business owner and service manager when the next audit is due.
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5 TECHNICAL MANAGEMENT PRACTISES
5.1 Deployment Management

Deployment Management is the practice of moving new or changed assets to live environments, mostly referring
to production environments. The Deployment Practice is closely linked to the Change Enablement and Release
Management Practice, however focusing more on the technical and operational issues of delivering the desired
outcome.

Efecte’s ITSM solution facilitates the deployment with two entities: the Deployment Pipeline and Builds. The
Deployment Pipeline defines the sequence of builds that will be deployed for one asset such as a service, a cloud
solution, a server, or a software application. A Build is a single instance of a new deployment at a given time within
the Deployment Pipeline.

=4 Deployment pipeline

Example

Builds

¥a Build

Example asset deployment-17.06.2020

o Build

Example asset deployment-16.09.2020

¥ Build

Example asset deployment-25.11.2020

Actions related to a single deployment such as the schedule, tests, and reviews are collected as part of the Build
information.

Example asset deployment-17.06.2020

#* Edit all a Collapse

'@ Build: Deployment Management v
Information  #* a
Name Example asset deployment

Planned deployment
Status

Assigned to

Related release
Related changes

Related Cls

Interested groups
Deployment &

Components

Task template
Testing

Tests
Review »

Review planned on

Review completed
on

Record new result

Schneider Peter

All test cases passed.

17.06.2020

6 Verification Successful
DevOps

Example Release
CHG-000472-change

Main Server Room (UDS)
Server Internal

Change Manager Team

Database MS SQL
Visual Design Studio 3 (NVD)

Example Deployment Task Set

Example Deployment Test Case

02.06.2020
05.06.2020

Usability tests very positive.
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The Deployment Pipeline documents the sequence of builds. The Deployment Pipeline also holds all repetitive
data for each build such as default deployment tasks and default tests to be performed. This default data is copied

to each build in the deployment pipeline.

'_‘/' Example Asset Deployment Pipeline
“* Deployment pipeline: Deployment Management v

Information &

Name Example Asset Deployment Pipeline

Method Phased deployment

Assigned to DevOps

Components Database MS SQL
Visual Design Studio 3 (NVD)

Builds

Build BUILD ID PLANNED DEPLOY... STATUS ASSIGNED TO
Example asset 16.09.2020 2 Planned DevOps
deployment-
16.09.2020
Example asset 17.06.2020 6 Verification DevOps
deployment- Successful
17.06.2020
Example asset 25.11.2020 2 Planned DevOps
deployment-
25.11.2020

Deployment »

Build task Example Deployment Task Set

template

Build test Example Deployment Test 1

template Example Deployment Test 2

Plan

Example Document.docx

Image: Example Deployment Pipeline information for set of assets

5.1.1 Default Templates for Deployment Management

The default templates for Deployment Management are:

#° Editall a Collapse m

COMPONENTS EFECTE ID

Database MS SQL BUILD-000008
Visual Design Studio 3
D)

Database MS SQL BUILD-000006
ViSLg)! Design Studio 3

Database MS SQL BUILD-000009
Visual Design Studio 3
(NVD)

CREATED
26.05.2020 09:14

19.05.2020 14:33

26.05.2020 09:16

26.05.2020 (11.5
KB)

e Build — Information related to a specific build (identification information, status, assigned to, references to
releases/changes/Cls, components, tasks, tests, review information, etc.)

e Deployment pipeline - Information related to the deployment (method, assigned to, components, builds,

build tests, plan, etc.)

5.1.2 Default Views for Deployment Management

Name of the View Purpose

Deployment Pipelines A list view showing all deployment pipelines
Builds A list view of all builds recorded

Build Tasks A list view of all build tasks

Build Task Templates A list view showing all task templates

© Efecte



Efecte Efecte IT Service Management Public 61 (65)

6 OUT-OF-THE-BOX ROLES

The default delivery of the Efecte ITSM solution includes two approaches of ready-made views: a set of views
organized according to the ITIL process or a set of views according to typical job profiles in IT Service
Management.

The following roles according job profiles are pre-configured:

e |T Support Person: typically, an expert providing day to day support

e |T Service Desk Manager: typically, a team manager

e IT Service Manager: typically, a business or capability owner of the IT service management
The following roles are also pre-configured (following mainly ITIL processes):

e Change Enablement

e Configuration Management

e Demand Management

e Deployment Management

e Feedback Management

e Incident Management

e Information Security Management

e |T Availability Management

e |T Capacity Management

e |T Finance Management

e IT Knowledge Management

e Monitoring and Events

e Problem Management

e Project Management

e Release Management

e Request Management

7 OUT-OF-THE-BOX ARCHIVING
Archiving of issues such as incidents, service requests, changes and other high-volume processes has several
benefits including:

e Improving search performance

e Compliancy to data privacy legislation

e Systematic implementation of a data retention policy
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Description Archive incident older than 1 month

User root v

Scheduling on [

Run‘ Every month |- ‘every 1 ¢ dayof month @ 0:00
Properties Add property v

Archive type * 7 file

Delete data cards * ? False

Archive report * 7 l Incidents older than 1Tmonth(13... |T|

Export all attributes in data cards

File location ? Wvarlliblefecte/itsm/ b4

The Efecte ITSM solution has couple archiving actions pre-configured. They can be modified or extended by the
administrators. The pre-configured actions for incidents and work time reports move closed and old items to a
archiving file. The archiving tasks must be activated by an administrator.

8

OUT-OF-THE-BOX VIEWS FOR DIFFERENT JOB PROFILES

The following sub-chapters describe the views which are pre-configured for users assigned to the different IT job
profiles. Note: The views available for each individual process are listed in the chapter of the corresponding
process.

8.1.1 Views for IT Support Persons

1.

o~ 0N

© © N o

10.
11.
12.
13.
14.

15.

IT Support Inbox: A dashboard displaying all open incidents and service requests assigned either to the
support group or the support person.

Critical Incidents: A list view displaying all open incidents with priority “critical”
Issues Waiting to be Classified: A list view displaying all open issues which have not been classified yet
My Open Incidents: A list view displaying all open incidents assigned to the support person

Open Incidents in My Team: A list view displaying all open incidents assigned to the team of the support
person

Open Incidents: A list view displaying all open incidents
All Incidents: A list view displaying all incidents, also the resolved and closed ones
My Open Service Requests: A list view displaying all open service requests assigned to the support person

Open Service Requests in My Team: A list view displaying all open requests assigned to the team of the
support person

Open Service Request: A list view displaying all open requests

All Service Requests: A list view displaying all requests, also the done and closed ones

Published Known Solutions: A list view displaying all knowledge base articles in status “Published”
QuickFill / Canned Responses: A list view displaying all QuickFill-options for frequently recurring issues

Announcements: A list view displaying a list of open service announcements published on the self-service
portal

Planned Changes this Month: A calendar view displaying changes planned by month
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16. My Time Reports: A list view displaying work time reports created by support person
8.1.2 Views for IT Service Desk Manager

1. Service Desk Dashboard: A dashboard displaying various operational data such as Incidents waiting for
handling or trend for Service Requests per week

Unassigned Incidents: A list view of all incidents which haven’t been assigned yet

Incident Resolution Velocity: A bar chart displaying how many Incidents have been closed per day
Unassigned service requests: A list view of all service requests which haven’t been assigned yet
Categories: A list view displaying the categories currently configured for the service desk
Business hours: A list view displaying the business hours currently configured for the service desk

Exceptional days: A list view displaying the exceptional days currently configured for the service desk

© N o g A~ w N

Service announcements: A list view displaying a list of open service announcements published on the self-
service portal

9. Support groups: A list view displaying a list of support groups currently configured in the service desk

+ numerous statistical views about service desk operation to be included in dashboards or used individually.

8.1.3 Views for IT Service Manager

Service Manager Dashboard: A dashboard displaying various operational data

Requests Failing Resolution SLA: A list view covering the service requests which aren’t completed in time
Requests Failing Response SLA: A list view covering the service requests which aren’t responded to in time
Request Waiting for Approval: A list view showing requests that are pending approvals

All Open Requests: A list view displaying the currently open requests

All Operational Services: A list view of all services which are in status “active”

N o g M 0w bd P

All New Demands: A list view showing all open demands and ideas

+ numerous financial and statistical views about the services.

9 OUT-OF-THE-BOX FOLDERS

All data in any enterprise solution running on top of the Efecte Platform is stored in folders (for more information on
the folder functionality, please refer to the dedicated Efecte Platform description document). The Efecte ITSM
solution is delivered by default with the following folders:

Module Folder Templates
CmMDB Application management Application
Mobile application
Integration
Application usage
CmMDB Asset Back Up-Device
Database
Device Model
Mobile Device
SIM
Network Device
Printers
Servers
Capacity allocation
Storage
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CMDB
CMDB

CMDB
CMDB
CMDB

CMDB
IT Service Management
IT Service Management

IT Service Management
IT Service Management

IT Service Management

IT Service Management
IT Service Management

IT Service Management

IT Service Management

IT Service Management

IT Service Management

IT Service Management
Organization
Organization
Organization
Organization
Organization
Organization
Organization
Organization
Organization
Organization
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Audits
Cloud and SaaS components

Documents
Service availability records
Software asset management

Tasks
Category
Change enablement

Demand management
Deployment management

Incident management

IT Budget
Problem management

Release management

Request fulfillment

Security Operations

Test Management

Time reports
Approval
Audits
Companies
Cost Centers
Countries
Feedback
Locations
Personnel
Support Groups
Titles

Public

Workstation
Display
Configuration audit
Cloud infrastructure
SaaS component
Document

Service availability form

Administered software
Software license
Software license pool
Software matching filter
Software metering rule
Software usage

Monitored software installation

CMDB workflow task
Category

Change

Standard Change
Standard Change Content
Change task set
Task

Event ticket

Demand
Deployment pipeline
Build

Task

Incident

Major incident

Task

Quickfill

IT budget

Problem

Task

Release

Task

Service request
Service request bundle
Request Management Task
Task

Security requirement
Task

Security incident
Test

Test cases

Test suites

Test plan

Test templates

Work time report

Approval
Supplier audit
Organization
Cost center
Country
Feedback
Location
Person
Support Group
Title
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IT Common Acceptance Criteria Acceptance criteria

IT Common Agreements Agreement

IT Common Chat Sessions Chat Session

IT Common IT Common Exceptional day (occurs only once)

Business hours
Self-Service category
Exceptional day (occurs every

year)

Self-Service Item
IT Common IT Knowledge Base Knowledge base article
IT Common Project Task Templates Project task template
IT Common Project Tasks Project subtask
IT Common Projects Project
IT Common Risks Risk
IT Common Service Announcements Service announcement
IT Common Service Catalogue Service
IT Common Service Level Service level

10 OUT-OF-THE-BOX PERMISSIONS

By default, any users registered to the Efecte ITSM solution get a wide range of permissions for each template and
folders. If permissions need to be restricted, then this must be done during the deployment phase by
administrators or Efecte consultants.

11 OUT-OF-THE-BOX IMPLEMENTATION OF ANONYMISATION

The solution is configured to allow anonymization of person records by default. The non-reversible anonymization
replaces the value of the First name, Surname, and Email field with the value “Anonymized”. All data cards
referenced to the person data card will also be updated with the “Anonymized” values.
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